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1 Introduction

If my readers will allow me one excessively tartan metaphudnjqsectorreform is like bagpipe

musi c, Yy o the skidwitbout the drarseThis bookfocuses on ondronei the

specification of computer systems by legislatiBismarkonce famously saikhws are like

sausages, it is better notto seethembeingnmdet i n t he interests of g
afraid, we must know, understand and improve how our laws are.made

30 years ago little administrative legislation was computerised, but today, to paraphrase Rousseau,
i dgislation is born free, but everywherengplementedn computer systenas.

The tradtional focus for discussions about the procurement of government IT systems has been
bottom up (how did suehndsuch departmermo thisthatandthe-otherwhen implementinghar-
andthae computer systes). This work instead focuses on at@wn analysi$§ how do

governments and legislatures commission gpetifycomputer systems.

Although the subject matter is deeply technical, this book is firmly aimed at the lay reader and
every effort has been made to ensure that it comprehensible without arknprdedge of the
niceties of formal specification of computer systefitee reason for this is that all specification of
computer systems starts with a@cthnical people, indeed the specification of computer systems if
far too important to be left to teas. Enough understanding of the technical issues is required for
politicians to do their part, and no more. This book aims to take the lay reader up to that line.

This is a o6wvdeonk &,r otmhdrhee igunnone of t hhere.gl amo
The focus is on the grind of fire, ran, swap, load, tamp, ruout and repeat. But, be there no
doubt, whil st witboutgoodagunddry, wais are reot wayagood gunnery. Huge

swathes of things very necessary for public sectormefoitl be simply ignored because they are
not the things of my proper station, the gun deck.

The reform of the public sector if usually couched in terms of favourable outcomes, and these vary,
from better services to lower taxes, from improved workingl@émns for servants of the state to

more efficient government. Unusually, the author finds himself in a position eloquently described
by Mrs Thatchet

No-one would remember the good Samaritan if he'd only had good intentions; he
had money as well

This document will make a number of recommendations and attempt to price those
recommendations in terms of cash savings. It will makeasdor the allocation of those cash

savings. One could reasonable argue that they should all accrue to the citizers iof teetter

public service by releasing funds, or that they should all accrue to the staff in terms of better wages
and conditions, oinsteadhat it is the tax payer who deserves to scoop the pool; or indeed some
combination of the three. Whilst | haveth personal and party opinions on the subject, this is not

the place for me to rehearse them.

! Margaret ThatcherJan €' 1980 JanTV Interview for London Weekend Television Weekend World
http://www.margaretiatcher.org/speeches/displaydocument.asp?docid=104210
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2 Recommend ations

This book makes a number @commendationghich focus on the legislative process of the
Scottish parliamentHowever, the recommendationg generalisable to any other legislative body.

The recommendations are detailed at the end of this work, but it is worth reprising them at a very
high level here.

There currently are Oshared servicesdaueofni ti at
savings generated by this proposal are estimated as a multiple of the seingshared services
and the figures are very significant.

These benefits will be gained by changing the legislative process of the Scottish parliament to:
1 improve the quality of specification of public sector computer systems, in particular:
1 to identify where and how multiple pieces of legislation can be implemented in single
computer systems to provide joiragd working
1 to define a process for the structuestjustmat of the organisational boundaries of the
Scottish state
1 aligning the specification of computer systems with the funding, control, responsibility and risk
of implementing them

This proposal proposes major changes to the operation of the Scottish state.

3 Genesis

This work began with &wo reviews. The first was an internal review of the provision of computer
systems within the British Telecom/City Of Edinburgh Council project where | was working as the
Service Solutions Architect. The second review ofahe Gershon Report.

3.a The Internal Review

The internal review was not formally conducted against a review methodology with defined
outputs, but was an organic, but structured, review-fifght projects. It worked backwards from
projects that had gonaé, to the process of software development and implementation, back to the
process of specification of the requirements through the business objectives and functional specs.
The review ended with external triggers that caused software change.

What this eview revealed (unsurprisingly) was that there was a huge stream of change that was
trigged by the legislative and policy agenda. But is also produced a puzzling lack of documentation
a b out ,whichdeft medsomewhat nonplussed as it was not obviometthat major, strategic

IT systems could be delivered at all without discussion about data.

A private sector business requirements document would normally be expected to make statements
about boththe data andhe legislative compliance that werequred,andbut it took a considerable
period of time to realise that in the City of

2 60ver the 3 years of t h&l7®pdliond(cumgativie aggregate cashaeleasimg savingsp f

wi || be released for investment in improving our public ser

Ministerial Foreword to Building a Better ScotlandEfficient Governmerit Securing EfficiencyEffectivenessnd
Productivity- http://www.scotland.gov.uk/Resource/Doc/26800/0025698.pdf
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hiddenin the legislative requirements, from which, after appropriate incantations and translations, a
data specificéon could be conjured.

3.b Gershon

Gershon proved a critical resource in expanding and generalising this igéion is normally

read in a forwardooking manner, to identify the future work of public sector reform, but for the
purposes of this work ghould be read backwards, as an audit of the implementation successes (or
failures) of the 1999 White Paper btodernising Governmeht

Establish Labour dominance of
the public sector reform

agenda

Modernising Audit

Government <4——— Gershon Cook the Tories tax goose

Conventional

Reading Ensure public sector reform

succeeds on its own terms

Diagram 1 .1 0 Reading Gershon

Reading Gershon as an audit brings to light the cerslide discrepancies between the aspirations

of the White Paper, which were overwhelming expressed in terms of transformuitizites

relationship with the state, and the concrete transformation planned in the public sector which
overwhelmingly werebek-of f i ce functions. This is not to s
considerable number of successful transactional modernisations in the public sector, there have, but
what is informative is delving into the reasons why some have failed and others succeeded

The successful transformations have been threefold:
1 those involving the consolidation of multiple implementations of systems root in the same
corpusoflawi e most of the @¢shared serviced agende
1 HR
I Finance
1 Payroll
1 those involving data not defined legislation, typically
1 geographical data
1 egland and property management
I financial data
1 tax
i procurement
1 reversal of systemic underfunding
1 desktop refresh
1 network transformation

Thisbookis complementary to Gershon, as it focuses on transformatiordothat appeain this
reporti that is enabling the transformation of government services directly to citizens.

3 http://archive.cabinetoffice.gov.uk/moderngov/download/modgov.pdf
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4 Bichard 0 The Confirmation

Gershon provides a theoretical understanding of the probléat it is the legislative specification
of computesystems thgtrevents successut it is the Bchard Inquiry report that makes it
intelligible i thewhy legislative specification impacts the implementation of computer systems

Bichardodos remit was :

d&Jrgently enquire into child protection procedures in Humberside Police and
Cambridgeshire Constabulary in the light of the recent trial and conviction of lan
Huntley for the murder of Jessica Chapman and Holly Wells. In particular to assess
the effectiveness of the relevant intelligence-based record keeping, the vetting
practices in those forces since 1995 and information sharing with other agencies,
and to report to the Home Secretary on matters of local and national relevance and
make recommendations as appropriate”.6

Like Gershon, the Bichard Inquiry Reqp can be used as an auditclose reading of the Bichard
yields a treasure trove of detail about how computer systems are specified, implemented, audited,
overseen and actually used by end users.

Bichard enumerates the 19 different computer systermsdraround the vetting process under
investigation the 63 different organisations and organisational units involved in the overall process,
21 pieces of primary legislation ar&® pieces of policy advice.

The remit of Bichard was roughly record keepidgta review and information sharing as it
pertained to lan Huntlegnd his interaction with various organs of the state. It is used in this work
as a playbook to explore proposed changes to the way in which computer systems might be
commissioned by legiation.

Bi char d i s Robettastoreyhe biliagaal isscription by which the theory of computer
system specification can be translated into a practical language.

The relationship of this document to the Bichard Inquiry report can be debsoriterms of a
hierarchy of quality. Quality improvement practices outline a tripartite structure of quality review:
1 fix the problem

1 fix the cause of the problem

1 generalise the cause of the problem and fix the fveatiges of problems

This report constities the third of those phases, whereas the Bichard Inquiry constitutes the second.
This is shown schematically below:

Statement Of Problem Type Process Outcome
Police lan Huntley should have been Sympbmatic Criminal investigation, | Upon conviction, lan
Inquiry barred from working with children | Problem trial and conviction of Huntley was barred from
but wasnot lan Huntley working with children
Bichard The processes and systems that | Causal Problem| The Bichard Inquiry, its | Better systems for
Inaui manage the vetting of individuals recommendations and | managing vetting
quiry . . )
who work with children and their enactment
vulnerable adults are defective

* Bichard himself issued a more detailed statement of what he was interested in, which is listed in Appemidix 1 of
report.
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Statement Of Problem Type Process Outcome

This The processes for specifying the | MetaProblem This document and its | Better state and sergtate
Document structure and management of implementation computer and operational
computer systems by government systems
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5 Structure Of This Book

The book proper starts Chapter2 by discussing Gershon asauditof modernising government

It goes on in Chapteé3to discusshow computer systems are specified in the most generaldase
intent of this igo lay out a common language and framework for discussion. Having done that the
impact of the legisitive and policy process on that specification will be drawn out in a fairly
theoretical manner, this discussion will be augmented by looking at the structure of the state and
how that impacts the implementat and decision making process as well as byvidrg on

concrete examples from the Bichard Enquiry.

Having laid out a description of the current world, the main proposals will be introaduCdhpter
4. This chaptedescribsthe future worlda better mechanism for esqifying state computer
systemsThis will substantiallyremain at the level of theory.

The real meat of the game come£haptels. There theéheoretical notionsf Chapter are put to
the test by applying them to the real wdrlthrough the medium of Bichard. The theoretical
limitations of the current world will be described in terms of computer systems described in
Bichard, the future state decision making process willlbgtiated in terms of the sesame
computer systems.

The purpose of this section is to ensure that thpqeak sketched out here can have the widest and

deepest critical appraisal from people with quotidian operational exposure to state computer
systemsThere is an old saw from the computer wavlich is relevant here:

onltheory, theory and practice are the same, in practice they are different. 6
Realworld critiques are critical to the successful definition of specification methodologies, the
purpose of this work is to make it easier to make more systemic changes to the entire public sector
through the radium of technology, which is a thoroughly practical process.

The book concludes Chapter6 with a short summary
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1 Introduction

Gershon provides a good snapshot of the transformation of the public sector in England and Wales
over a prolonged duration a full three year spending review cycle.

This chapter will take that mass of raw material and try and extract from it an understanding of the
structuralaspects of public sector refoiinthe focus is very muchoton the citizendcing outputs,
but on what internal aspects each of the listed programmes of work displays.

This chapter has the following structure:
Sub -Section Description

Gershonés Met hodhow Peter Gershondés team

This Boolés Methodology how this work analysed the Gershon information

The Relationship Of Legislation To | a discussion of how legislation specifies the computer
Computer Systems systems that implement it

Pricing how the proposals in this work have been priced
Conclusions a reviav of this section

Table 2.1 o Structure of Chapter 2
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2 Gershonos Met hodol ogy

2.a Introduction

This chapter draws heavily on the evidence provided in the Gershon report and a clear
understanding of what that report tells us is critical. In order to doitl@hecessary to review the
met hodol ogy underpinning Gershonds wor k.

Readers may prefer to get their understanding of Getstwn the horsé mouth and this section
will concentrate on the linkages between that work and these proposals.

2.b The Gershon Process

The Gershon team began by creating an analytical framework under which to begin their work. To
do this they identified 6 streafhs

back office

procurement

transactional services

policy, funding and regulation for the public sector

policy, fundingand regulation for the private sector

the productive time of public sector professionals

= =4 =4 -8 -8 -4

There was then an extensive consultdtimound these 6 areas and they were subsequently worked
up into a series of crogskepartmental proposals.

Critically the inerim and final proposals specificdllglid not require anyiew primary legislation

The outcome of this initial stage was an estimatadrthe potential scale of savings, and an interim
report which recommended that

et he Review teamwitkbyul d pursue its
1 asking departments to consider the proposals outlined above and respond with
their own further analysis and proposals
T reviewing departmentsé own proposals to de
potential for improvement to those plans
9 considering other generic changes which might be made to departmental
practices and incentives to promote a culture of efficiency and facilitate the
delivery of proposed efficiency savings

The generic workstreams from the initial review were then fed into theidiodil departments on a
bilateral basis". The departments worked specificproposals which where then reviewed by the
Gershon team against a documented set of cfiteria

® http://www.hmtreasury.gov.uk/media/B2C/11/efficiency_review120704.pdf

® Gershon para 2.2

" Gershon Appendix B

8 Gershon para 2.6

° Gershon para 2.26

19 Gershon para 2.27

1 Gershon para 3.2, but note that the figures for English and Welsh local government were agreed with the ODPM and
not on a bilateral basis with all local government bodies
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As a result of this detailed review the Gershon team added a number of othereatageavings,
the secalled crossutting issue¥, including:

1 financial management
1 procurement

2.c  Summary

The outcome of this process is a detailed list of planned and costed savings proposals on a per
departmental basis, all of which are documentedagpehdix Cof the Gershon Report

The Gershon process thus provides a:

1 detailed snapshot of the public sector reform intentions of all state bodies under the direct
purview of Westminster

a catalogue of savings by type across the public sector

)l
1 aset of rebrms thatgritically, do not involve new primary legislation

2 Gershon para 3.4
13 Gershon para 3.22
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3 This Book & Methodology

3.a Introduction

This book regards Gershon as a treasure trove of material and an audit of public sector reform
harking back to th&lodernising Government White Papbof 1999.

It is worth reviewing the reforms listed in the Executive Summary of that White Paper:

Modernising Government is a long-term programme of improvement. But the

Government is putting forward a new package of reforms now:

1 acommitment to ensure that public services are available 24 hours a day, seven
days a week where there is a demand, for example by the end of 2000 everyone
being able to phone NHS Direct at any time for healthcare advice

1 joined-up government in action 1 including a clear commitment for people to be
able to notify different parts of government of details such as a change of
address simply and electronically in one transaction

1 anew drive to remove unnecessary regulation, and a requirement on
Departments preparing policies which impose new regulatory burdens to submit
high quality Regulatory Impact Assessments and to consult the Cabinet Office in
advance

1 anew target of all dealings with government being deliverable electronically by
2008

T new OLearning Labsd t o ntdimavorking bygespendsngy way s
rules that stifle innovation

1 taking a more creative approach to financial and other incentives for public
service staff, including a commitment to explore the scope for financial reward
for staff who identify financial savings or service improvements

1 within Whitehall, a new focus on delivery - asking every Permanent Secretary to
ensure that their Department has the capacity to drive through achievement of
the key government targets and to take a personal responsibility for ensuring
that this happens. Bringing more people in from outside and bringing able,
younger people up the ladder more quickly

To ensure that government is both inclusive and integrated, we have three aims in

modernising government:

1 ensuring that policy making is more joined up and strategic

1 making sure that public service users, not providers, are the focus, by matching
services more closely to peoplebdbs | ives

1 delivering public services that are high quality and efficient

There is a recurring emphasis throughitne Modernising Government White Paper the need to
transform the delivery of state services to the individual.

14 hitp://archive.cabinetoffice.gov.uk/moderngov/download/modgov. pdf
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3.b  Auditing Against The White Paper With Gershon

The first method of auditing against the white paper is simply to comb through the list of
departmental programmes and compare the listed benefits across departments. The second method
is to do a comparative analysis based upon th
preliminary and final categories that speak to the specification of demsystem’s. Two

comparative tables are shown over:

15in practice this means ignoring the savings from departmental relocation
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DfES | DoH DfT | ODPNF MoD | FCO | DfID | DTI | Defra| DICMS| DWP | NIO | CD co LG
Savings (per year) £4.3bn| £6.5bn| £785m’ | £620 | £2.3bn| £2.8bn| £120m| £310m| £380m| £610m| £260m| £960m| £90m | £550m| £25m | £6.45bn
Cash Savings 50% | >50%| & 50 | >50%| % | >50%| £7m | >50% | >50% | >50% | >50% | > | >50% | >50% | >50%
50%
Job Cuts 1,960 | 5,720 | 700 400 | 2,700 | 15,000| 310 | 294 | 1,480 | 2,400 | 30 |40,000| 1,574 | 13,350/ 150
Relocation 800 | 1,110 60 240 | 2,400 | 3,900 | 450 65 685 | 390 | 600 | 4,000 8 5,050 | 250
Table 2.2 8 Gershon Report - Savings By Department
DfES Department For Education And Skills
DoH Department Of Heath
DfT Department For Transport
ODPM Office Of The Deputy Prime Minister
CJ Criminal Justice
MoD Ministry Of Defence
FCO Foreign And Commonwdth Office
DfID Department For International Development
DTI Department Of Trade And Industry
Defra Department Fop? Rural Affairs
DfCMS  Department For CMS
DWP Department Of Work And Pensions
NIO Northern Ireland Office
CD ?? check
CcoO ?2?
LG Local Governmat

5 Will also monitor £835m of savings in the social hagssector (inclusive of £160m in its own savings)

17 £125m from Transport for London and £122m from local authorities
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DfES DoH DIT | ODPNB CJ MoD FCO DfID DTI Defra | DICMS| DWP NIO CD CO LG
Back Office X X X X X X X X X X X X X X
Transactional Services X X1 X X
Procurement X X X% X X X X X X X X X X
Policy, Funding & Reg X
ProductiveTime X X X X X
Financial Management X
Miscellaneous X1 X X X% x* x2° X?’ X% X% x%

Table 2 .3 8 Gershon Report - Method Sav ing Realised By Department

18 Will also monitor £835m of savings in the social housing sector (inclusive of £160m in its own savings)
19 Online services for flood defea provision

20 |mprove local authority procurement leading to £190m savings

2110% of savings to come from improved commissioning in Social Care are to go

2 Bullet 51 departmental restructuring

Z Bullet 51 the Fire Service

%4 Bullet 4- technology

25 Most o the DfID savings cannot be allocated to the categories outlined in the Gershon Report

% Bullet 2i improved business support products giving 80% of the benefit

27Bullet 11 Common Agricultural Policy, Bullet 2 Haskins Reviewi Bullet 77 local authoriy savings on waste management
% Bullet 31 local government savings, £146m, just over half of the total

29Bullet 41 prisons and Bullet 6 policing

%0 Bullet 47 synergy arising from the merger of the Inland Revenue and HM Customs And Excise

Draft For Review 2¢ Chapter 2Gershon




The critical point to note is that the aspiration to transformingithe ¢ zenés experi enc
falls into the Gershon category Otransactiona

On a first impression transactional savings seenentitelyunreasonable when compared to Back
Office functions. In the following table the types of Back Office transftionadhave been broken
down:

No
HR 14
Finance 14
e-Procurement 13
IT Management 14
Transactional 4

Table 2.4 ¢ Broken Down Reform Type

However detailed examination of the 4 identifiable transactional savings proposals reveals a
surprising lacunadere are the 4 proposals:

Dept Description

DfT transactional efficiencies in the Driver and Vehicle Operator Group totally £145m

Defra online services for flood defence provision

DWP Transactional savings total\380m by implementing automated paymeatsvhich
£480m will be from moving to electronic payment mechanisms

CD Making tax related filings available onlifiethis is not directly costed, but tiheaximum
value it can take is £450m as £100m has been stated to be the figure foffizack
savings

Table 2.5 6 Transactional Savings In Gershon

What we find is that of the £20bn in identified savings, transactions savings amount to (at a
maximum) of £1.4bn. Interesting when 1970s electronic transactions (eg the £480m DWP
electronic payments figuréy removed, the transactional contribution drops to under £1bn dt 1/20
of the total.

Essentially the language of the Modernising Government White Paper in Section 3.a is all about
customerstate transactional change, and yet the proposed reform pl@essinon are about back

office consolidatiori 90% of the gains from Gershon are sicamsactional, and of the 10% that

are, only 5% are from new 6internetd age tech

As we will see laternt is the relative proportion of the benefagback office consolidation tthose
of transactional change that is important for pricing.
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A summary of the approximate savings from the Gershon back office functions by department is
shown below:

Dept Back Office Savings

DfES £650m (15%)

DoH none identifiable
DfT Between £25m and £172m
ODPM | none identifiable
CJ none identifiable

MoD £330m
FCO £30m to £60m

DfID £7m

DTI £20m

Defra £84m

DfCMS | £115m

DWP £96

NIO £12m

CD £100m

CO Around £12.5m

LG approx 10% is £645m

Table 2.6 0 Back Office Savings In G ershon
These figures total some £2.1 to £2.3bn, in other words around 10% of the total*3avings

It would be tempting to conclude that the project of transactional reform of the state has failed
entirely, but clearly this is not the whole story. Thene @ear examples of successful transaetion
systems implemented in the public sector, for instance the filing of tax r&turns

There also remains substantial interest in addressing transformation of the transactional aspects of
service delivery in theyblic sector on the part of both the current administration in Holyrood and
at Westminstér.

What is interesting is to understand the major classes of success and failure in the public sector
reform agenda which will be discussed in the next section.

3L but note forinstance the Department For Health reports no identifiable plans to save money by consolidation back

office functions!

32 http://www.gnn.gov.uk/Content/Detail.asp ?Rek@s=261414&NewsAreal D=2

# see, for instance, paragraphd ® of t he Scott i sh HransformingiPublctsrvicdsTiec us s i o n
Next Phase of Reforhitp://www.scotlaad.gov.uk/Resource/Doc/130092/0031160amtl the Varney Reporgervice
Transformation A Better Service For Citizens And BusinesseBetter Deal For The TaxpayéittpZ/www.hm
treasury.gov.uk/media/53D/F2/pbrO6_varney_review.pdf
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3.c Success Of Public Sector Reform

3.c.i Introduction

There are three areas in which public sector reform has been demonstrably successful:
1 the consolidation of multiple systems defined in a single corpus of law

1 transactional services where the core data is natetein legislation

1 the addressing of systemic underinvestment

These will now be discussed separately.
3.c.ii The Consolidation Of Multiple Systems

This is traditional Ii whelde manysystemsthadirmphemeantettok sasne r vi ¢
function are condalatedi either within the artilage of the organisation or across organisational
boundaries.

An example of this would be, for instance, the forthcoming implementation of a common HR
system within Edinburgh City Council as shown below:

..................................
* e,

Edinburgh Council
Education
Department® HR
System

Edinburgh Council
Housing
Department® HR
System

Employment
Law

S parey ‘

)

Lothian Joint
Board® HR System

—

)
Forth Estuary

Transport
Authority® HR
System

0OS9JINID

~

g o
...................................

Diagram 2.1 & Shared Services
The core Gershon projects 6HR and eFinance fall into this category.
3.c.iii Transactional Services With Non-Legislative Data

Transactional success has been largely confined to areas where the core datdireedande
legislation.

The obvious example of this is financial accounting. Although the tax system (and the computer
systems flowing from it) is clearly specified in \the principles of specifying the tax code and
the underlying definitions and formatsedatecomputerisation and are defined (in part) extérnal

%anyone who doesndt believe this may wlhesHnanteAd20Des abus e
http://www.opsi.gov.uk/acts/acts2006/ukpga 20060025 _en.pdf

% for instance through the definition of the GAAP (Generally Agreed Accounting Principles) and the issuing of a

variety of accounting standards, see, for example, the work of the Accounting 8saBdard,
http://www.frc.org.uk/asb/technical/standards/accounting.cfm
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to the legislation. Financial information has the benefit of being intrinsically numerical and
thereforefairly clear as far as computer specification g@ekative to nomumerical systen)s

Another example is geographical information systems which are based upon highly standardised
address datand Euclidean geometry.

Yet a third would include-®rocurement where state systems go out and interrogate privately
defined catalogues of goods aswtvices.

3.c.iv The Addressing Of Systemic Underinvestment

The third major category of success of reform of the public sector lies in investing in desktops,
network infrastructure, internet accessnail systems and a variety of other Honctional aspects
of the statés technology infrastructure.

3.d Summary

An audit of the public sector reform process through the medium of Gershon would indicate that the
transactional changes promised in ihedernising Government White Pag®eve not been
delivered.

But critically for this study, this audit indicates that there are systemic reasons for the inability of
public sector reform which are related to both data and legisléititns isthe case, therghould

need to be clear evidence that legislation acts ataasgacification for public sector computer
systemd andthatevidence will be sought in the next section.

% see the technical documents pertaining to the PAF file here
http://www.royalmail.com/portal/rm/content1?catld=400085&mediald=1400098
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4 The Relationship Of Legislation To Computer Systems

4.a Introduction

To the casual observer there is little or no relationship between legislati@omputer sstems,
but fairly straightforwardginalysissoonthrows up examples where the relationship is clear.

The mostlyblindingly obvious example would be Section 12 of @taldrents Act(2004) entitled
Information Databases, of which clause ligaefreshingly blunt:

(a) by regulations require children's services authorities in England to establish and operate
databases containing information in respect of persons to whom such arrangements relate

Other examples need a little more work to aligg. Once the broad strokes of the relationship
between legislation and computer system specification have been sketched out in this section, the
way will be clear to look at specific progals anchow they impact the current legislative process.

4.b Direct Specification

Sometimes legislation specifies the structure of the computer system directly. Consider, for
example Section 2{4) of thePolice And Criminal Evidence A¢t984) which states:

(4) The Secretary of State may by regulations make provision for recording in national police records
convictions for such offences as are specified in the regulations.

These regulations are given expression through a statutory instrument. The most recent of these was
the The National Police RecordRecordable Génce$ (AmendmentRegulations 2005 it is
worth looking at an extract from this is some detail:

The Secretary of State makes the following Regulations in exercise of the powers conferred by
section 27(4) of the Police and Criminal Evidence Act 1984[1].

1. These Regulations may be cited as the National Police Records (Recordable Offences)
(Amendment) Regulations 2005 and shall come into force on 1st December 2005.

2.0 (1) The Schedule to the National Police Records (Recordable Offences) Regulations 2000[2]
shall be amended as follows.

(2) For paragraphs 19 to 24 there is substitutedd
" 19. section 59(5) of the Licensing Act 2003[3] (offence of obstructing an authorised person
inspecting premises before the grant of a licence etc.);

20. section 82(6) of the Licensing Act 2003 (offence of failing to notify change of name
or alteration of rules of club);

21. section 96(5) of the Licensing Act 2003 (offence of obstructing an authorised person
inspecting premises before the grant of a certificate etc.);

22. section 108(3) of the Licensing Act 2003 (offence of obstructing an authorised
person exercising a right of entry where a temporary event notice has been given);

(¢e)
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Picture the scene, dear reader, you find youcswif/ictedfor the heinous crime déiling to notfy

change of name or alteration of rules of clulderSection 8g6) of theLicensing Act 208. On

another occasion, in the immortal terminology of rural Irish caporting,an altercation occued

after drink takerand find yourseltiown at the policstation being processed. The police officer

leaves on a matter of some higher urgency and you sneak a peek at his computer system. There on
the screen is detailed your name and addresgamdcriminal record the Recordable Offence as
specified in the Bgulations. Clearly there is a direct and obvious correlation between what appears
on the computer system and the legislation that governs that siysbentaw specifies (at least in

part) the computer system.

4.c  Non-Specification
The situation where a pie of administrative legislatiothoesi@ specify a computer system is also

easy to identify. Consider for instance tlev Commissions A¢L969. The critical section here is
Section 3 (as amended) which defines the work of the 3 Law Commi¥sions

3 Functions of the Commissions

(2) It shall be the duty of each of the Commissions to take and keep under review all the law with
which they are respectively concerned with a view to its systematic development and reform,
including in particular the codification of such law, the elimination of anomalies, the repeal of
obsolete and unnecessary enactments, the reduction of the number of separate enactments and
generally the simplification and modernisation of the law, and for that purpose i

(a) to receive and consider any proposals for the reform of the law which may be made or
referred to them;

(b) to prepare and submit to the Minister from time to time programmes for the examination of
different branches of the law with a view to reform, including recommendations as to the agency
(whether the Commission or another body) by which any such examination should be carried
out;

(c) to undertake, pursuant to any such recommendations approved by the Minister, the
examination of particular branches of the law and the formulation, by means of draft Bills or
otherwise, of proposals for reform therein;

(d) to prepare from time to time at the request of the Minister comprehensive programmes of
consolidation and statute law revision, and to undertake the preparation of draft Bills pursuant to
any such programme approved by the Minister;

(e) to provide advice and information to government departments and other authorities or bodies
concerned at the instance of the Government [of the United Kingdom or the Scottish
Administration] with proposals for the reform or amendment of any branch of the law;

(f) to obtain such information as to the legal systems of other countries as appears to the
Commissioners likely to facilitate the performance of any of their functions.

(e)

Does the Scottish Law Commission have computers in its office? Undoubtedly! Are their systems
in any way prescribed in legislation? Not at all!

3" there is one Law Commission for England and Wales, one for Northern Ireland and one for Scotland
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4.d Indirect Specification

If the outputs of a computer system are specified, then the internals of thateosystem is
indirectly specified. For an example of this consider this extract TloeiLocal Governmentn
Scotland Ac{2003:

44ZA  Duty to prepare integrated waste management plan
(2) It shall be the duty of a local authority to-

(a) prepare an integrated waste management plan; and
(b) submit it to the Scottish Ministers for approval.

(2) An integrated waste management plan is a plan which-

(a) sets out, by reference to policies contained in the National Waste Strategy, how the local
authority intends to carry out its functions as waste disposal authority and waste collection authority
(its "waste management functions"); and

(b) without prejudice to the generality of paragraph (a) above, contains statements on such
matters relating to the carrying out of those functions as the Scottish Ministers may specify in
directions.

(3) Directions under subsection (2)(b) above may, in particular, require integrated waste management
plans to include statements setting out-

(a) levels of performance ("performance targets") which the local authority shall, in performing its
waste management functions, endeavour to meet;

(¢é)

In this instance the minister is delegated to set targets which the local authority shealoeinde
meet. These targets define information which must be reported, and consequently from that
information a data model which specifies the computer system can be inferred. The reason this is
indirect specification is that for a given set of requirgglrts there are a bounded, but near infinite,
set of possiblencompatibledata models which can provide those reports.

4.e Policy Specification

There are other mechanisms whereby computer systems can be specified. Consider for example this

extract from tle National Youth Music Strategy 20@608° of the Scottish Arts Council.

Aims Sustain and develop the opportinities (sic) afforded by the access to all young people of
one year6s free music tuition by Primary

Outcomes Sustain the P6 targetinall 321o c a | aut horities: 6By 2006
had access to one yearod6s free music tuit

38 http://www.scottisharts.org.uk/reses/publications/Music/pdf/Y M%20Strategy. pdf
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Actions Work with all 32 local authorities to continue to meet the P6 target 2006-2008

Produce a report showing the success of all 32 local authorities achieving and/or
exceeding the P6 target 2006

Provide documentary evidence and good news stories to highlight the success and
positive i mpact the YMI has on chil dren
attainment

Timeline 2006-2008

The progress in this is reported oriline Scottish ExecutigeP6 Target Repotit It is clear that this
target will require the creation of some repository of datathis instance it may well simply be a
spreadshedt whichwill contain details of all schools amduldcontain details of all pupils.

Policy specifications can be considerably more explicit. For instance there are guifialides e
Gif and OSIAF which are primarily technical in nature, but in both these instarcgaittelines
are issued from a specifically convened technical body.

4.f Other Non-Statutory Specification

Other aspects of state data have astatutory specification. The most pertinent example of this is
in relation to job contract data.

Many large commercial organisations have undertaken a radical overhaul of their HR policies in
order to dramatically reduce the management overhead of their businesses.

In most cases this has taken the form of the streamlining of terms and conditions to impose unity of
form, albeit not unity of remuneration.

There has been an expressed desire in the Scottish Public Sector to achieve the same efficiency, but
there are significant obstacles in the way.

Consider, for instance, the desire of a local authority to introckroeneration in a form that

enables the provision of a common, and efficient, HR and payroll system. The underlying data
premise for that system is determined by a variety of parallel agreements and negotiating bodies
that handle local authority workerayy teachers pay and other forms. Some data definitions take
nonstatutory form, and this can, in certain circumstances, impose efficiency and effectiveness
penalties on state bodies.

4.9 Summary

The previous sections make abundantly clear thatpkcit specification of administrative
computer systems is the breaad butter of the legislature.

A lay reader with a background in law should have received no surprises on reading this book so
far. The specification of cantations brespeciaslgnguage.mis d o
is alreadyimplicitly the business of the legislature. The rest of this bookdwdlment the

implications of this

39 http://www.scottisharts.org.uk/1/information/publications/1004083.aspx
0 for e-Gif seehttp://www.govtalk.gov.uk/schemasstandards/egif.asp
for OSIAF seenttp://www.scotland.gov.uk/Topics/Government/Ofmotland/1993/21663
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5 Pricing These Proposals

5.a Purpose
This section will produce aindicativeprice for the proposals in thbook.

The purpose of pricing these proposals is to indicate whether or not the proposals made in this book
are worth following up, developing in more detaith a view toproducingpredictivepricing.

The methodology that would produce predictive ipgdor these proposals is documented later on
in Section 8.b.vi of Chaptet.

5.b  Pricing Methodology

The Government Of Scotladdsublic sector reform proposals outlinedBuailding a Better

Scotland Efficient GovernmentSecuring EfficiencyEffectivenes and Productivitygrew heavily

on the work of Gershon and used Gershondos det
which to estimate savinpges i s made cl ear by Tom McCabeds f

The proposals in this work are priced by a similar methamal via a comparison with the
Gershon estimated price of the shared service.

Using this we can crogwice the Scottish estimates:

Category Gershon Efficient
Govern ment
General £17bn £1.45bn
Back Office £2bn £170m
Transactiona £1bn £85m
Total £20m £1.7bn

Table 2.7 6 Comparative Pricing

Gershon indicates that documented back office savings in the public sector are twice the
documented transactional benefits (excluding automated payments). Experience in the retail
banking sector indicates thatgHigure is substantially too low. Having been part of

implementation teams of both back office consolidation and-frfiite transactional

transformation projects across the Scottish retail banking sector | estimate that the cash benefits of
trartlgactioal transformatiorshould be significantly highgbetween 5 and 10 times as large in

fact™.

“Lthe Minister caveats his figures with the telling phrase:

We will not confirm these figures until we have completed a thorough portfolio by portfolio and department by
department examination.

http://www.scotland.gov.uk/Resource/Doc/26800/0025698.pdf

“2 caveat lectorthere are good reasons to be cautious about this estimate. Retail banking lacks the kinthtefsteff

activities like nursing or personal care that afeature oome part®f the public sectoi but note that the

Depart ment Of Health doesnét contribute to these figur
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The scale of the difference in impact of new technology on Scottish retail banking seétorsvis

the Scottish state can be demonstrated anecdotally by takingthh or t wal k from Fr
office in the Royal Bank Of Scotland HQ in St Andrews Square down to the First Ministers

residence in Charlotte Square at the other end of George Street in Edinburgh. The collage below
shows the former retail banking estabinent$t hat (t o t he Jathetehrer 6s kno:
probably others) changed use under the impact of technology:

e

gl 88

..4_ ke P?F:j 98¢

Diagram 2.2 @ Visible Signs Of Retail Banking Transformation

The point of this, of course, is that it is mpatssible to visualise the journey back from the First
Mi ni sterds residence to the RBS headquarters

The lower bound of this proposition may be taken as increasing transactional savings to be equal to
those of back office savingswhich would result in additional savings of £1bn under Gershon and

Byes, I know, the penultimate photo is the former el ec
for you to pg off your leccie bill

Draft For Review 3¢ Chapter 2Gershon



(by comparison) £86m in terms of Efficient Government. Taking the higher bound the figure under
Gershon would be £20bn with a Scottish equivalent of £1.7bn.

Now as apredictivepricing process, this methodology has obvious flaws,. But for the purpose of
providing anindicative price to understand if this work is worth following up, it is more than
satisfactory/.

**this is reinforced by the continuing interest shown in transactional reform in the public sector
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6 Conclusions

The work in the proceeding part tbiis chapter has looked at successes and failure of public sector
reform as expressed in computer systems and sketched out an analysis that positions the
specification of data as the core question. An indicative price has been produced that indicates the
impact of this is significant.

Subsequent chapters of this work will explore the specification of computer systems in greater
detail, in particular by using the detailed audit work of the Bichard Inquiry into handling of data
pertaining to lan Huntley.

That work will draw on the insights of this chapter and produce concrete, empirical evidence that
they are substantially correct.
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Chapter 3 - Specifying Computer Systems
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1 Introduction

fielgislation is born free, but everywhere is implemented in computer systemso .

In passing administrative legislation, legislators are either commissioning new computer systems or
ordering changes to existing one.

Once the legislative process begins to be considered the start of an IT commissioning process, the
currentprocess of commissioning, drafting and approving legislation is called into question.

In many ways this book is a response to a simple query:

When a new piece of administrative legislation is passed, where in that process is
consideration given to whether it can be implemented in whole or in part in an
existing computer system?

Answer comes there none.

This chapter first outlirewhat we mean by specifying a computer systéhere will then be a
description of the computing environment documented ifBtbleard Inquiry.

Following from that will be a short discussion about the general nature of the specification of data
and process and the technical architecture options of applications. This general discussion is
necessary to set the stage for the disions to follow in subsequent chapters. These general
theoretical discussions will be garnished with practical examples from the Bichard Enquiry that will
place them in context.
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2 Specifying Computer Systems

2.a A Generic Specification

The specification of@mputer systems isfairly mature art, although the performance of it is more
prone to error and less successful than other engineering specification discipimesocessvill

be reviewedt a suitably highevel in order to establish a common langei&gy use in the rest of
this book

The specification of a computer system can be regarded as a gestation process whereby a small
initial conception develops into a viable computer system by going through a fairly predictable
series of phases. The devatognt is, naturally, always shaped by the current activities during the
6pregnancybo.

However the baby becomes progressively more fragile and hard to change as the pregnancy goes
on. The reason for this is obvious upon reflection. At the beginning thdisggon is in prose and

a single conception can be expressed in many
chopped, changed and tweaked at almost no cost. However once a system is actually built it is a
series of interlocking expressioo@mposed of inflexible and unforgiving computer languages

which respond to even the most trivial of changes by collapsing, aborting and otherwise thwarting
the intentions of their makers.

The general life cycle of the specification of a computer systesd maajor phases prior to the
system going live. It is normally expressed in terms of 4 documents. These documents and their
relationships are shown below:

Business Solution
——P| Requirement Design

Technical
Design

Functional
Requirement:

Diagram 3.1 8 A Schematic Specification Process
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It is worth definng the characteristics of each of these documents in a little more detail:
Document Characteristics

Business Requiremefits| defines the outcomes:
A it will comply with this legislation
A it will achieve these strategic ends
A this isthe data it will work on:
A how/why/who by/when it is created
A how/why/who by/when it is updated
A how/why/who by/when it is read
A how/why/who by/when it is deleted
A this is success

Functional Requirement defines what the solution will do:
A open a caséle

A send a letteto the applican

A etc, etc

Solution Design defines how the solution will be done:
A open a caséle in System X
A send the letter with System Y

Technical Design defines what the solution is:
A Form A implemented in Class B
A Non-Functional RegirementE provided by System F

Table 3.1 6 Document Descriptions

These documents have formal relationships expressed in terms of reviews. The Functional
Requirements are reviewed against the Business Objectives to enswrieatwadu will dowill
ensure thayou achieve what you iméded to achievand the Solution Design will be reviewed
against the Functional Specification to ensure lio&t you intended to do thingstuallycan and
will do the things you want to damd so on.

We will not dwell on the formal details of systemsafieation overlong as that would be very dry

and of little intrinsic interest to the lay reader, but we will return organically to it during concrete
discussions later on where the abstract concepts can be brought to light by real scenarios that are
compehensible in their own right.

2.b Legislation And Specification

It is worth establishing the relationship between the abstract process of specifying a computer
system and the concrete process of passing legislation. This relationship is defined in #me diagr
below which maps the generic specification documents to the legislative process of the Scottish
Parliament.

 There is a temptation here to label the first docurhegislative And Policy Requirementhis is a not ignoble
desire but has baeurposely avoided in this work for the following reasons:
T the extant I|iterature focuses on private sector, and
1 this document in whole or in part focuses on the appropriate format andcgi@nifprocess for legislation and
policy and introducing another document subsequent to the legislative and policy procesd egiilative And
Policy Requirementwould render the discussion less clear for the lay reader
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This diagram makes the presumption that administrative legislation is introduced as an executive
bill *® which may not prove to be the case:

Legislature

4

Stage 1 (Committee
Legislation

Stage 2 Legislation

Financial
Memorandum

Policy Memorandum: .
Y Stage 3 Legislation Public Sector

Auditor Genera 6 BOdy
Report

T P Business Objectives
A Act ba H o )

> Functional Spec

‘P> Solution Architecture

White Paper

Technical Design

il

Green Paper (Tertiary Legislation)

Executive Code!

7
1 Policy Proposal

Diagram 3.2 0 Legislative And Specification Process

It is worth recapitulating the various phases in this prééess
No Stage Description

1 Proposal athink tank, a policy organ of the state, a policy body of a political
partyor some other person or body proposes a piece of legislation

2 Consultation the Executive produces such consultation documents as it sees fit
consults appropriate bodies. This process is here represented by a
classical green paper/white paper dyad

3 The Bill Pack the Executive, having drafted a Bill and the associated memoranda
drafted, and after having those documents reviewed by the appropi
oversight bodi€¥, places that bill before the Scottish Parliament for
consideration

4 The Legislative | the process whereby Parliament debates, amends and approves th
Process

%6 as defined in Rule 9.2 tiie Standing Orders of the Scottish ParliaméhEaition (11" Revision, December 2006)
http://www.scottish.parliament.uk/business/sotstdm

" some readers may be unfamiliar hvihe detailed process of the Scottish Parliament and are invited to read the
relevant standing orders are referenced in the previous footnote. These procediubstangially differento those of

the Westminster parliament

“8for a detailed definitiomf the contents of a Bill pack see section 9.3 of the Standing Orders of the Scottish Parliament
2" Edition (11" Revision, December 2006)

http://www.scottish.parliament.uk/businéss/'ste4. htm#9
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No Stage Description

5 Promulgation Of | the Bill, on approval becomes an Act of Parliament, but it may mak
The Legislation | provision for persons to make regulations which have the force of I
(Secondey Legislation) or may delegate powers of regulation which
not have the direct foraef law to a person or persdiis

6 Specification the public sector body to whom the Act pertains, begin the process
specifying either the new computer system or ckarig existing
computer systems

7 Delivery the completed change, or new system, is put into production as a li
computer system

Table 3.2 & Key To Diagram 3.2

This work focuses on administrative legislation and its impact on computer systems imptement

by or for the state, but the arguments pertain to other types of legislation. For instance employment
law impacts directly HR and Payroll systems, financial regulation impacts banking systems directly.
The impact of legislation in general on computestsgns ranges from the highly directive to the
entirely nondirective; administrative legislation falls right along this spectrum. This is shown
schematically below:

CEC Council Tax
Collection Dept

NHS Scotland

Scottish Law CEC Education CEC Health And
Reform Commissiop Safety (Asbestos)
Financial Services
Companies
Utilities
Ordinary Ltd
Companies

A
v

Not Very  How directive of an organisations internal operational Very
computer systems is the state in its legislation?

Diagram 3.3 0 Impact Of Legislation On Computer Systems

The main thrust of this work is on the specification of computer systems\arihdirectiveend of
this spectrum but some of the proposals also petaiardsthe opposite end of the spectrum.

9 The diagram shows the circumstances where this authority is delegated to a member of the Executive, but in other
instances that authority may be delegated to another person, for instance an Act which puts a body on a Statutory
footing may also devolve secondary legislative powers to the head of that body

Draft For Review 44 Chapter B Specifying Computer Systems



2.c The Proposal
2.c.i Introduction

The proposals in this documdntus on the relationship between the legislative process and the
specification of computer systems in three ways, not all of which are immediately obvious. These
three ways are described below:

Type Characteristics

Internal Clarity | making a single actfgarliament a clear specification of a computer system

External Clarity | few new administrative computer systems are introduced in isolation, they
delivered into existing organisations, with existing computer systems
implementing other acts or polisyatements. This part of the discussion loo
at how the existing environment can be properly analysed and changed tt
the introduction of clearly specified legislation and policy which has an
explicit, directive goal

Technical Clarity | new technologes can deliver considerable benefits in terms of cost and
productivity to organisations, this part of the discussion will look at aligning
policy goals relating to technical matters with the placement of other legisl
and policy goals and how technicddirity can be appropriately introduced int
the public sector

Table 3.3 0 Types Of Clarity
2.c.ii Internal Clarity

Given that the legislation directly informs the specification of computer systems, the proposals will

include addressing issuesinthecladty s peci fi cati on. I f Acts of |
requirementsoé then the actual format, structu
with the format, structure and | anguage of th

This part of the propad will look at:

1 the format of legislation

1 the language of legislation

1 the structure of the policy memorandum
and similar matters.

The overwhelming thrust of the internal clarity will relate to the clarity of the specification of data.
2.c.iii External Clarity

External clarity is a more protean subject.

In the first instance consider a simple extension of internal clarity. If there are two laws that specify
a computer system operating on the same data, then the tendency will be for there to be two
computer sygtms implemented and a variety of procedures to match the data in each of them up

with the other. To achieve external clarity, the proposal is that the common elements of law be
abstracted to a third law, and that both the original specifications refettiav.
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This is shown schematically below:

Act 1 Act 2

Second Version
Of Specification

First Version Of
Specification

Act 1 Act 2
The Spec in Act [ The Spec in Act
3 pertains 3 pertains
|/
Act 3
Specification
I 4

Diagram 3.4 0 External Clarity

This seems like overkill for 2 Acts of parliament. But consider a local authority implementing over
100 legislative systems handling data almsons®i clarity here is critical.

However consider the situation with reference to data giersbnsvhich emerged from the
Citizenbés I nformation Programme work on a pop

They performed a detailed audiof 10 major state systems to @mstand the nature of tiperson
data they held and came to this conclusion:

CIP completed a review of the existing data held in key public service systems
through a data trial supplemented by a detailed questionnaire. Each public sector
database was designed and has been maintained to meet the specific needs of the
department it services. As a result, there are some fundamental differences
between the citizen information they maintain. This also confirms that it would be an
extremely difficult and costly exercise to decipher a single population register from
this information.

*the use of the terpersonsinstead opeoplehere relates to the fact that the same word is used to refer to the data

item itself and the real objects it refers to. The two are mosdime.

Precisely the same difference operates in standard English with relation to words. Consider the two following sentences:
1 horses are pretty

9 horsesis anoun

We use the same word to refer to the real thing, and the thing (in this instance a waoedgthiao it (in semantics

these are referred to as the signifiee and the signifier respectively). As is obvious from the linguistic teigrgfidre

and thesignifieehave very different characteristics. This is the cause of the largest concetual eomputer

systems. The data held about a-ldalentity only describes some aspects of that entity in aiwiig modeli but

nontechnical users often assume that it is perfectly descriptive of the real item it refers to. In this instaritesgeu w

that apersondata entity hold data abopersonsvhereas @eopledata entity holds data abgpgoples

*1 http://www.gro.gov.uk/cip/Download.asp?CIP%20f#@0report_tcm986296.pdPage 8 and also see the detailed
results in Annex 2a to that report
http://mwww.gro.gov.uk/cip/Download.asp?Annex%202A%20Current%20Stakeholder%20processes,%20systems%20an
d%20data%?20overview_tcmIH280.pdf
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The more complex and general case of external clarity relates to the analytical activities required to
transform the operations and structure of the public sector. Consolidatitraasidrmation

exercises within organisations are driven by an understanding of the similarities and overlaps
between different functional units and consequent development of a plan to harmonise and merge
those agvities, thus driving out coststhese brefits depend on consolidating data.

A well-known example of this would be the harmonisation of the application process for banking
products. 10 years ago customers would go through a-atand application process for a
mortgage, aloan or a creditcgravh at 6 s your name? where do you
etc, etaepeated for each productAt the end of this the customer would get a decision on that
product. Now application processes have been harmonised and the customer will goadheough

singe application forany of them, at the end of which they will be offered a mortgage, a load or a
credit card, or a combination of the three.

This aspect of external clarity then focuses on the provision of the appropriate information at
various stages dhe process:

9 to the executive to enable it to draw up and consult on proposals and issue a bill pack w
appropriate oversight from a new technical body with a focus on the
computerisation of legislation

1 to the legislature to enable it to provide approgte scrutiny to understand, and if necessar
amend the executivesd | egislatic

As in the case of internal clarity, the main thrust of external clarity is clarity in respect to the
specification of data.

2.c.iv. Technical Clarity

Technical clarity is aboubht issuing of overriding technical standards that statutory bodies should
follow in their implementation of administrative legislation. There are a number of technical

standards bodies currently operating in the Scottish public 3&dtechnical standardse
consequenttotheovarr chi ng O6businessé6é strategy, that s
underpin the O6business objectivesd and be des

The proposals on technical clarity will address theassf the creation, review and alignment of
technical standards with the overall changes proposed around internal and external clarity.

Technical clarity differs substantially from both internal and external clarity in having no focus at
all on data.

2.d Summary

Having outlined the abstract issues within which this discussion is grounded, it is appropriate to
move onto practical, real world examples. Section 3 of this chapter will outline the computer
systems documented by the Bichard Inquiry. Section 4neto explore the themes of this section
in greater detail and will also garnish the discussion with practical examples from Bichard.

%2 again, the focus here is on Executive bills, that may be a presumption at this stage
%3 The eGif framework fttp://www.govtalk.gov.uk/schemasstandards/egil.asthe obvious Westminster one, and
the OSAIF fttp://www.scoland.gov.uk/Topics/Government/Opeootland/19913/21663s the Scottish Equivalent
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3 The Computing Environment Of Bichard

3.a Introduction

This book will use the evidence about the commissioning, manageuserand integration of a
variety of computer systems that is documented in the Bichard Inquiry Report.

That report recounts the story of lan Huntley, his long history of contacts with various police forces
and social services, and finally his vetting &opost involving contact with children.

Rather than retell the story, it is worth simply quoting the introductory overview of Chapter 1
(Contacts Recruitment And Vettinig The Fact¥in its entirety:

An Overview

1.1 Huntley had lived for most of his life in the Humberside Police area but there is no record of any
contact between him and Humberside Police before August 1995, when he was 20 years old.

1.2 Between August 1995 and July 1999, Huntley came into contact with Humberside Police and/or local
social services (Humberside County Council Social Services before 1 April 1996, and North East
Lincolnshire Social Services thereafter) in relation to 11 separate incidents involving allegations of
criminal offences. One involved burglary and one the non-payment of a fine for not having a
television licence. The remaining nine contacts (of which Social Services were aware of five) all
involved allegations of sexual offences. Of these:

1.2.1 Four involved allegations of unlawful sexual intercourse with girls under the age of 16. In
three of these, the girls concerned were aged 15; in the other, the girl was aged 13.

1.2.2 Four involved allegations of rape.

1.2.3 In between the rape allegations there was an allegation that Huntley had indecently
assaulted an 11-year-old girl.

1.3 He was neither convicted nor cautioned in relation to any of these incidents.

1.4 He was summonsed in relation to the burglary offence, and the case went to court after a lengthy
delay. However, a decision was taken not to proceed because the prosecuting counsel had concerns
about whether the interview of Huntley had complied with the Police and Criminal Evidence Act
1984. The police officer involved did not, and does not, agree with those concerns. Unusually, for a
single count indictment, the charge was | eft tfo o1
pursued without the courtodos permi ssion.

15 Huntley was charged in relation to one of the allegations of rape. The case reached court but did not
proceed to trial. It was discontinued on the advice of the Crown Prosecution Service (CPS), following
concerns about the compl ainantdés version of eyents,

1.6 On 26 May 1999, the day after he was interviewed about one of the rape allegations, lan Huntley
changed his name by deed poll to 6l an Nixond6. JOn 2

1.7 In October 2001, he applied for a job as a caretaker at Soham Village College, which he was offered,
and accepted, in mid-November 2001. This led to the police check, or vetting process, described
later in this report, in which Education Personnel Management Ltd (EPM) were involved.
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1.8 On 26 November 2001, Huntley started working at the school before the vetting was completed and
the result known. In the first week of January 2002, the check produced a negative result 7 that is, it
did not reveal any of the incidents in which he had come to the notice of Humberside Police. In all
probability, Cambridgeshire Constabulary, who managed the police checks, never asked
Humberside for any information on Huntley, but even if they had, a search still would not have
revealed anything about the allegations of sexual offences.

1.9 Huntley had been in a relationship with Maxine Carr since at least July 1999. By November 2001,
she was living with him.

1.0 By Easter 2002, Maxi ne Carr was working at St JAndr e
Soham.

1.11  From the summer term of 2002, she was the temporary classroom assistant to Year 5, which
covered the class that Jessica Chapman and Holly Wells attended. They therefore came into contact
with Huntley through knowing Maxine Carr, rather than as a result of his employment at Soham
Village College.

1.12  On 4 August 2002, Huntley murdered Jessica and Holly.

The inquiry documeidin meticulous detail what data was captured about lan Huntley on each
occasion he came into contact with the state, the computer system that data was put in, the checks
and processes that were performed (ompeotormed) on that data, the way the data was managed,
how the data was shared with other computer systems or state bodies (or not), how the data was
maintained and, also, deleted.

In additionit identified computer systems on which data should have beert er ed but was

Both the testimony of individuals the BichardInquiry, and the totély of the information the
report provides will be used in this book.

3.b  The Bichard Inquiry
3.b.i Introduction

In the course of his inquiry Sir Michael Bichard tosfitten and oral evidence from:
1 58 organisations
1 148 individuals (working for the above organisations)

The focus was on what information was (or was
information coul d be, an thewttng prqcess of lanaHsinlegyt ) , r e
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By writing the report Bichard has given us a detailed playbo@kparticular caseof the
computerisation of administrative legislation. He documents:

Category Details

Data  the physical’ data stores
1 their constrairg

1 who can see them

1 who can update them
1 relevant policies
their legislative basis
how they are to be updated
how their use is to be supervised and overseen
when data should be entered

1 when data should be deleted

1 the logical data stores

1
1
1
1

Organisations 1 the vaious organisations involved in different parts of the
process

9 their interests

1 their interdependencies

Roles For each physical data store Bichard describes the:
1 users

1 specifiers

i auditors

i overseers

Legislation Bichard lists all relevant legislation:
1 bytype

1 primary

1 secondary
1 by legislature

1 Westminster

1 Europe

Table 3.4 ¢ Bichard Playbook

The story is compelling and comprehensible. By reading Bichard anyone can understand exactly
what happened.

3.b.ii A Process Overview

Bichard brings to light two key discussis about computer systems:
1 how individual systems are commissioned and used
1 how various computer systems are linked togetheraassorganisational processes

The first of these points will be brought up later, but for the moment, let us concentriage on t
process of vetting lan Huntley.

*4in this context byhysicalwe mean an existing database andogjcal we mean a type of database. For instance, my
address book in orghysicaldata store, your addrebook is a differenphysicaldata store, but they are both the same
logical data store.
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It went as follows:

lan Huntley subméda vetting application to EPM Ltd/Soham Village Coll&ge

EPM Ltd verifed the addresses submitted

EPM Ltd checked the POCA List

EPM Ltd checked List 99

the gplicationwas passedotthe Local Cambridgeshire CRB

Cambridgeshire Police CRM perfoeatlocal checks on their internal computer systems
Cambridgeshire Police perfoada national check on the PNC

Cambridgeshire Police requedthat local checks be performed on all police ésrandicated
by previous addresses listed on the application

9 Each police force compleden internal check and ret@dthe response

10 Cambridgeshire Police respadto EPM Ltd

O~NO O WNE

This is shown graphically below:

Key
1 lan Huntley submits a vetting application to EPM Ltd/Soham Village College ———»
2 EPM Ltd verify the addresses submitted —
3 EPM Ltd checked the POCA List
4 EPM Ltd checked List 99
5 Application is passed to the Local Cambridgeshire CRB  —
6 Cambridgeshire Police CRM perform local checks D ———
7 Cambridgeshire Police perform a national check on the PNC —_—)
8 Cambridgeshire Police contact Humberside
9 Cambridgeshire Police contact Lincolnshire —_—
10 Cambridgeshire respond to EPM Ltd —_—

10
2
1 6
lan Huntley EPM Ltd 5—> Cambridgeshire Police
9

3 7
4 8
POCA List 99 Police Humberside Lincolnshire
National Police Police
Computer

Diagram 3.5 0 The Vetting Process Flow

Having traced the vetting process Bichard then examined all known contacts between Huntley and
the state and which databases (if any) where used to record each of those contacts, and how that
data was subsequently operationallgmaged. He then recreated, as best he could, the state of the
various computer systems over a period of 7 years.

3.b.iii Data Repositories (And Their Associated Computer Systems)

We can use Bichard findings to identify the large number of physical databasasadigthave
been involved in the vetting process. These are:
1 Commercial identity verification databases
1 POCAI Protection Of Children Act list
i1 and a Scottish version
1 List 997 Department for Education and Skills list of person barred from working wittirehi
1 and a Scottish version
1 and a Northern Irish version

> EPM Ltd were a Registered Body for criminal record checks and had been retained as expert advisors by Soham
Village College
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1 Cambridgeshire Police systems:

9 Child Access DatabaseCambr i dgeshire Policeds system
process
T CISiCambridgeshire Policebs criminal I ntel |

71 Intrepid- Cambrd g e s h i r ehildPabulse oc dorbestic violence system

1 PNC(the Police National Computer)
1 Humberside Police Systems
T CISNominalsHumber si de Policebs database on crir
individuals
T CISCrimei Humber si de Pol rinceeds database on c
1 Child Protection DatabaseHu mb er si de Pol i cebs child prot e
1 Integrated Criminal Justice Systeinslu mber si de Pol i ceds custody
1 unspecified Lincolnshire police systems
1 unspecified local police systems for 40 other Englisti Welsh Police Authorities, 8 Scottish

ones, the PSNI and the British Transport Police
T SSD-Humber si de Social Worksdé Social Services
1 unspecified social work systems for every other local authority in the UK

These can be attachsaalthe various process steps and this shown schematically below:

—— — — ——
ElecRe :

R —— :'_ R ——
lan Huntley EPM Ltd —
—> Cambridge@

POCA List 99
PNC Humberside Lincolnshire
i Police Police

R ————— R ————— :
R———— R ———— é R —— R ——
Key R —— ‘.‘ R ————
a Checked database
a Should have been checked databpse — —
B Unchecked database

Diagram 3.6 0 The Database Environment

Il n addition there was also a Protection Of Vu
job lan Huntley aplied for was not working with vulnerable adults.

3.b.iv The Specifications
Having got to the physical databases we can now use Bichard to understand the policy and
legislative framework in which these computer systems operate. An enumerated catalogue of

various pieces of legislation and policy germane to the specification and operational use of these
systems is listed in Appendixilwhat is clear is that it lacks clarity as a process.
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What is clear from a cursory look at the list in Appendix 1 is that th@resgent for clarity of
specification discussed in Section 2.¢lo$ chapters entirely lacking. Where it is appropriate the
current state picture will draw on this catalogue.

3.b.v  Summary
The Bichard Inquiry Report provides us with a wealth of operatideiail about computer systems
across a variety of different organisations in the state. It will allow agamine the way in which

computer systems are specified and used in a greater degree of detail than would otherwise be
available.
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4 Data And Process

4.a Introduction

There is an old saw in computing:

6The cheapest I ine of code is the one you

In that spirif the benefits of the law reform process can be expressed in terms of:
T the data you dondét maintain

T the process you dondét execut e

1 theurertainty you dondét resol ve

These proposals focus on arranging the affairs of the state such that:
1 duplicateddata which is currently maintaineddscarded

1 processes which are currently executed are no longer executed

1 uncertainty is dispelled

In all three cases the principle mechanism is the same, by elimimhtpigatesources of data that
wholly or partly overlap. There are a number of different aspects of data management that help or
hinder the process of eliminating duplicate datas sectbn focuses on the most important
characteristics of data management.

When discussing particular theoretical issues in data management it is helpful to show real
examples. In this section reference will be madscenariosdentified and documented by Biard.

The rest of this section discusses the:

intrinsic nature and fragility of data

specification of data

partitioning of data

relationship between data and process

the relationship between data and organisation
relationship between data, informatiorddmowledge
operational creep

consequences of uncertainty

E e e I

4.b The Intrinsic Nature And Fragility Of Data
4.b.i Introduction

This section will look at various aspects of the inherent nature of data and the impact of that on
change.

4.b.ii  Fragility Of Data
Data is intmsically fragile and great care needs to be taken when specifying it. Operations and

transformations on data caitherbe straight forward ait can be destructive ongay processes.
By oneway processes we mean actions tatnot be reversed
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These tleoretical notions are best demonstrated. Consider the common scenario of a mail merge
from a list of names and addres&e the example below, the same data is specified in two
different ways. Moving from the left hand specification to the right handsoeasy, moving back

is considerably harder.

scrambling the eggs

Title: Mr Address:

First Name:  Gordon Mr Gordon Guthrie

Initials: The Cedars

Surname: Guthrie 135 High Street

House Name: The Cedars Linlithgow

Street No: 135 EH49 7EJ

Street: High Street

Address Line:

Town: Linlithgow

Postcode:  EH49 7E /74

unscrambling the eggs

Diagram 3.7 0 Scrambled Eggs

Experienced maiinergers will be able to generalise this case to considerably more horrid and hard

to resolve data issues.

4.b.iii Rotting Of Data

Data dso rots over time. Again the elected representative with detailed canvass records will
recognise that between 3% and®7%f their data simply rots away every year. Managing a data set

is an expensive business. The electoral register that is issuedroosis £3 per elector per y&ar

to manage. The high cost flows from the requirement to fullserdy every record every year. In

many instances data is rightly left to rot (how many letters from shops you once bought things from
languish in houses you wséo live in?) However changes to the specification of data effectively
force a fultblown registration of data. Consider the case of a system that holds gegesons

Were the organisation required to retrospectively report on the ethnic origintsfdiknts, it

would requirea complete revalidatioof all person data.

Much of the success of the latest waves of intelbased businesses has been through exporting the
maintenance of data (and its associated costs) to the customer. An interneg loastomer who

manages their direct debits is doing the work that a bank worker used to be paid to do. This hands
off approach to data management improves data quality tremendously, in the short term, as the data
entry clerk also owns the data and has@s@nal stake in the completion of the transaction.

However, there is a traddf to be made. A customer who maintains their own customer

information will maintain it to their own standards. Many cheerfully lie about their real name, age,

%% astute readers will have noticed thais the one single set of data transforms that the overwhelming majority of

elected members will have performed. Poorly formed data for mail merges are as much a staple of electioneering as the
a n d -thtolgkthedtetterboxpit-by-shed u g 6
" depending on the nature of the constituency
*8 In the 20052006 the Lothian Valuation Joint Board isstid, 298electoral registration forms (see
http://www.lothianvjb.gov.uk/download/foi/Annual%20Public%20Report%202@5df. The total expenditure of the

ki dadyg o

board was £5.7m (séetp://www.audit-scotland.gov.uk/publications/pdf/auditreports/2006/local/lothianvaluation. pdf

If we allocate 1/3 of its costs to electoral registration we see that the cost of maintaining one person on the register is
the |Iimit on candidatesd ex|
7p depending on whether it is a county or borough constitudig/(www.opsi.gov.uk/si/si2005/20050269.htrihis
somewhat wunfair as t
members. Were labour costed in, the ratio of the cost of data maintenance to the cost of data use would be substantially
differenti but the cat of maintaining the data would still be very high compared to the cost of using it. Throw in the

cost of actually running an election and the share of the maintenance cost would drop further.

approximately £3 per person per year. Complare s

commr i son
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sexorlocatofand most wi | | think nothing of abandon
they have lost any transactional imperative. This has an obvious impact on the validity of reporting.

4.b.iv Example In Bichard 117 Fragility Of Data

An example of the failure tonscramble eggs shown by the way that data about lan Huntley was
held in the Social Services Information Database of Humberside Social Services.

There were a number of contacts with lan Huntley recorded in this, but they were in data fields that
were free text and nesearchablé the data could not be transformed into a format that would allow
their retrieval The Scial ServicesinformationDatabasevas structured arourtie childand not

the offender and there was no way for Social Services to fgenation about previous contacts
between themselves and an offefidler

This was also the case in terms of the CIS Crime system of Humberside Police in relation to
Contact £*.

4.b.v Example In Bichard 2 i Data Rot

Almost immediately what data that was collecten Huntley began to decay. His address details
melted of their own accoridhe had 9 addresses in Humberside between 1988 antf 8998re

held on the CIS Nominals system of Humberside police but these were out of synch with other
address records held i on other systems.

Add this to the purposeful and accidental deletion of data held about him detailed in paragraphs
24910 2.72

4.b.vi Example In Bichard 31 Data Rot By Manual Process

The vetting procedure used by the Criminal Records Bureau of Caméhidg Police relied on

retyping of data, and this process led to data rot:

1 Huntley applied for the Soham job under the name Nixon, the vetting process turned up the
name Huntley, but no search was made against Huntley on the Police National C¥mputer

T hisbirthday was mistranscribed as 31/10/74 instead of 31/81/74

4.c The Specification Of Data
4.c.i Introduction

There are three aspects of data specification that will be discussed here:
1 specification of a particular data item

1 specification of the relationships keten data items

1 implicit specification of data by output

9 many a poor user of American website has been forced toupramthe television programnBeverly Hills 90210
to get past the mandatory zip code barrier.

€0 Bichard ReportAppendix Jaras 47,48

®1 Bichard Reportpara 1.54

2 Bichard Reportpara 1.244

83 Bichard Inquirypara 1.332

® Bichard Inquirypara 1.328
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4.c.ii Specification Of A Particular Data Item

The technical details of the specification of a data item will not be discussed in great detail here. For
the purposes of clarity the key issue is tbhenpktenessf the specification of data functions.

In traditional IT terms this is expressed in terms of a Crud matrix, where the acronym Crud is
formed from the initials of the 4 major types of basic data opesatorate read updateand
delete

For the purposes of this document we will use an ex¢di@iud called DargCrud where the Darp
is formed from the names of tdemajor data management operatiafesfinition, audit, recourse
andpartition.

In order to define data management operations witltyl#ne specification should detail the
following:

Operation Characteristics

Definition the specification should include:
1 a single point of definition of the data. This might be:
1 a piece of legislation
1 a person authorised to issue the data definitiowdoy of tabled
regulation
1 eg secondary legislation

Audit this should consist of a statement about the person or body authorised to
review and generally oversee the use of the data, including:
1 data maintenance activities
1 release of data to externaildies,
1 review, routine deletion and weeding of data
1 all aspects of compliance, including with:
1 the Human Rights Act
91 Data Protection Acts
1 Freedom Of Information Acts
1 etc, etc

Recourse this should document:

1 the person or body authorised to handle dispate® the existence or not
of a data record

1 any due processes required to do so equitably

Partition this should document
1 How the data is partitioned
1 What activities should be taken to manage data across partition bound

Create this should state:

1 whocan create the data

1 how they can create the data

1 when thg must create the data
1 why the data should be created

Draft For Review 57 Chapter B Specifying Computer Systems



Operation

Characteristics

Read

Update

Delete

this should state:

1 who can read the data

1 how they can read the data
1 when theg must read the data
1 why the data should be read

In addition here may be additional statements on the provision oforld
access to data covering topics like:

1 the provision of external searchable feeds for use by other state agenc
1 mandatory indexing

{1 and so on and so forth

There is also a requirement to defimkat the data will be read for, in particul
with relationship to its use in management ination or intelligence systems
or as the basis for reporting

this should state:

1 who can update the data

1 how they can update the data

1 when thg must updat the data

1 why the data should be updated

this should state:

1 who can delete the data

1 how they can delete the data

1 when thg must delete the data
1 why the data should be deleted

Table 3.5 & Extended Crud Matrix

They key issue, as we will see laterthat when you have 2 similar data sets but with different

specifications of the Dar@rud (in whole or in part) then you cannot merge them and replace them

with one.

4.c.iii Specification Of The Relationships Between Data ltems

One of the critical aspect$ the correct specification of data is the management of relationships
between data items. For instance the DVLA is not interested in keeping datpaitsoums
propertiesandcars It has a primary interest persons who live at properties and the ctuesy

own
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Data descriptions ncsan whe cthh oueashcelatiomdiepsaash maneg s u C
like 6verbsdéd which descr i $eeerbhavevtypitahygualfieddoyy ns é i nt
numerical restrictions. Consider the schematic datdenbelow:

Health Clinic
Criminal A persoattends 0
Record A person ore more Health A Health Clinic
has 0 or ini Is a Property
more criminal Clinics
convictions
1 persofivesin 1 or
A person more properties
owns 0 or Person Property |«
more vehicle: 1 propertig lived in by
1 or more persons
A planning
Vehicle / application
covers 1
1 persohas made 0 or more planning applications or more

A persohas 0 or

more special 1 planning applicatiomade by 1 person buildings

collections ordere|

Special

Planning
Collection <

A propertyas 0 or more Permission

special collections ordere
from it

Diagram 3.8 0 Schematic Data Relations

The Onouns 6 a pesorgptopertydraminal reeordtetc, etc and each entity is related
to another one by a qualified verbp@rsonhas 0 or more  criminal records

These complex relationships are often also addressed directly by legislation. Cohsiéerad
Traffic Act(1988. It is an offenc® to fail to notify the DVLA of a change of address. That is the
data relationship betwegerson propertyandlicensedata is defined in law, and maintained by the
person to whom they refer, on pain of criminal sanéfion

The schematic diagram above is a representation of data relations expressedeéadeafriendly
languagd later on there will be instans®f more formal data diagrams presented (albeit in
passing) which express similar relations in a more formal format.

4.c.iv Implicit Specification Of Data By Output

Implicit specification of data by output happens when operational data is not specifie@, but th
desired outputs or reports are specified.

This is important because of its impact on change. Again let us consider a practical example. The
Scottish Executive decides to have a national strategy for bats and issues a policy document
requiring that alldcal authorities:

1 create a funded bat monitoring team

1 conduct a bat survey

1 report on the location of all bat colonies within their boundaries

Faced with this policy both Glasgow and Edinburgh set up bat teams who build a small Access
database to hold thesurvey results:
1 The Glasgow database records:

1 number of bats

1 species and sutpecies of bats

1 location of site

®5 http://www.opsi.gov.uk/acts/acts1988/Ukpga_19880052_en_4.htm#msé@ions 99.4 and 99.5
% this is one way of exporting the cost and responsibility of data maintenareednduser which is not normally
available to the private sector!
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1 The Edinburgh database records:
1 location of site
1 number of bats at site
1 map reference of roosting site
1 categorisation of roosting site by:
 manmade or natural
9 industrial or domestic

After the first year, the 32 councils report, their report is pored over byntrapteriss, the
Minister acquires a strange affinity for these shy creatures and the decision is taken to move the bat
strategy up aenr.

If the strategy moves towards understanding and manddfegent speciesf bats then Glasgow is
quids in and Edinburgh is snookered full resurvey is required. However, if the strategy moves
towardsthe provision of new habitafer bats thenhe opposite applies.

It is quite reasonable to say that tfi€gghase of the strategy cannot be decided until the reports of
the first stage are in, but critically, when considering which strategy to follow, the Minister has no
idea of the relative costd changeThe cost of decidingowto change is higheHad the original
policy specifiedboththe dataandthe reports then the position would be much clearer.

There is an additional benefit to explicitly specifying the data, it makes the actual aperati
function (and hence the real costs) considerably clearer at the outset.

4.c.v Example In Bichard 17 Poor Specification Of Create

The creation of records in computer systems was poorly specified, there was little or no
understanding amongst police offisexs to when they were to fill in various forms which should
have led to the creation various types of records. The examples are legion.

Consider for instance the findings regarding the Form 839 system in paragraphs 2.18 to 2.30 and
the findings around mord creation in paragraphs 2.96 to 2.103

Essentially the end users didnét understand h
their activities fed into intelligence systems or the relationship between various paper forms and the
underlying conputer systems.

This example relates more to the userds under
systems input mechanisms directly.

4.c.vi Example In Bichard 2 i Poor Specification Of Read

Data is read with the intent of using it to make judgesiein this context Bichard discusses the

use of data with respect to assembling patterns of criminal behaviour. In hindsight lan Huntley had

a cleamodus operandbut this was only identified once, by PC Hardingven with the limited

amount of data he on Huntley (ie after the data inputting failings) lack of a clear understanding of
whenandwyt he data should be read ensured it wasn

See for instance the discussion in the findingsgragehs2.73 to 2.90.5

%7 Bichard Inquiry para 1.229
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4.c.vii Example In Bichard 37 No Specification Of Delete

There was no specification of when records in various systems should be deleted or weeded. Indeed
there wasndét even a common | anguage to discus
paragraphs 2.49to 2.72 and 2.104 t®&.1

4.c.viii Example In Bichard 4 i Poor Specification Of Operational Audit

The audit of computer systems was poorly spec
Child Access Checks for lan Huntley as detailed in paragraph 2.148.

4.c.ix Example In Bichard 571 Poor Specification Of Oversight

Bichard found tha&t:

Humberside Police Authority cannot entirely escape responsibility for the serious
failings in systems and management at Humberside Police in the relevant period
(é) wuntil r el at eremotrgsources toearry dutyin-depithempnitasing
of police performance

4.d Partitioning Of Data
4.d.i Overview

In commissioning computer systems the data can sometimes be cleanly partitioned between

mul tiple systems al ong s o hatallcvswholeichuaks 6f degagaa nt i
aggregated off. The principle reason for this is the natural tendency for data relationships to cluster
round key primary indexes that structure their relationships.

This section will look at the two extremes:
1 clean prtition
1 dirty partition

A 6cleandé partition is one where it doesndt m
data sourcedAn example of a clean partition might be data pertaining to special collections. Who
cares if a person has dataweds in two separate council areas?

By contrast a 6dirtyé partition is one where
to all parties across the partitibormotoring offences springs to mind.

®8 Bichard Inquirypara 2.134
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4.d.ii Clean Partition

Rather than labouhis technical point, let us jump straight to a common place example. Consider
local authorities. The law has determined that there are to be 32 of them in Scotland and all the data
held by local authorities is partitioned geographically. Consider theeddiata entity model

below:

1 persofivesin 1 or
more properties

Person —Pp Property <
1 propertig lived in by

1 or more persons )
A planning
application
) -/ covers 1
1 persohas made 0 or more planning applicafions or more

1 planning applicatiomade by 1 person buildings

A persohas 0 or
more special
collections ordeged

Special

Planning
Collection <+

A propertyas O or more Permission

special collections order
from it

Diagram 3.9 & Schematic Local Authority Data Relations

Imagine you had a perfect master list of every body in Scotland, where they lived, what special
collections they had ever had and whahplag permission they had ever applied for, how would
you partition it across 32 local authorities?

First up, your property records would divide very cleanly, every building would be in one and one
only of the local authoritié&

The people listsdividke ess ¢l eanly, anyone with a second h
listsi this would lead to a nahsignificant overlap.

The special collections data and the planning permission data would also split cleacktyrecord
going one way, andne way only.

The ability to understand the totality of the data is impaired by this partition against the theoretical
single data model.

Question Impairment
Who has lived in this house? Unimpaired
What houses has this person lived in? Need to reconcilendividuals in different local
authorities

What changes have been made to this house| Unimpaired

What houses have been changed? Unimpaired

What special collections have been taken frorf Unimpaired

this house?

What houses have special collections? Unimpdred

“put any readers familiar with Northern Irish politics

doubt have spng to mind. Built before partition and now allegedly in the hands of, adetir;onstitutional elements

it spans the old Armagh/Monaghan county border (now the Republic/UK border) and has a byre that can take a cattle
beast in the top door and emit ibifn the bottom all the while attracting a different European Union subsidy. Other
sturdy outbuildings can perform similar financial alchemy with Derv duties and the like. And as for ttiemestic

precept, sure a building with the 1 wall, another 2 Wwalfs and but half a roof is only two good kicks from being a

rickle and not worth of the rating.
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Question Impairment

Who ordered what special collection? Unimpaired
What special collections has this person Need to reconcile individuals in different local
ordered? authorities

Table 3.6 & Impairment By Data Partition

We can estimate the amount of overlapandbown c |l eané t he partition i ¢
it is fairly clean (around 7% overldpi e acti ve &écust omatanydverotine)l oc al

4.d.iii Dirty Partition

Other data will not cleanly partition. Consider motoring offences. An indalichay never commit
two motoring offences in the same local authority d@rpartitioning motoring offences would
mean nobody would ever get driving bans.

4.d.iv Consequences Of Partitioning

Clearly state data is partitioned. But what is the impact of thatPadalbining partitioned data can

be difficult if the underlying data specifications in the system are radically different. For instance, in
the situation where the partitioning took plgmer to computerisation and where the specification

of the system was along the nedirective end of DiagrarB-3.

Consider the two cases of social work systems anelnarestic rate collections systems in
Scottish local authorities as shown below:

Aberdeen Nen

Fife Social Work Domestic Rates

Clackmannan Nen

Borders Social Wor Domestic Rates

Financial Services|

Companies
Utilities
Ordinary Ltd
Companies

A
v

Not Very  How directive of an organisations internal operational Very
computer systems is the state in its legislation?

Diagram 3.10 0 Directive And Non -Directi ve Partitioning

Because the social work systems are not very directed their data structures, and the data they hold,
are radically different and any attempt to merge the function of the two social work departments
would require major transformations tetarical data and the working practices and procedures of
the departments.

By contrast, because the rdamestic rate systems are considerably more directed by legislation, a
vertical aggregation would be considerably ed&ier

peingeasiet 0 mer ge doesno6t ne be#tests doisa, theylocal apgrdtions that impaaithd d b e
collection rate would still need to becllly managed and this might be more important in cost terms
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However it should be notatlat merely repartitioning the data (ie adjusting boundaries for the sake
of adjusting boundaries) will nan itself, give any substantive operational or cost benefits.

Similar, but subtly different, considerations apply where there are not one bpatitmns.
Consider the relationship betweelnild data held in social work systems astdld data held in
Health systems. Both notional data sets have been subptfetentgeographical partitioning, the
degree of duplication of child data betweentsyns is likely to be higher and more compglex
reconciling it more expensive.

4.d.v Example In Bichard 11 The Police View

The critical partitioning example in Bidhard

0l an HUANTLEYhaka NIXON
31/01/74 1 CRO 192359

Address: 3 Manchester House, High Street, Scotter
The above named has come to the attention of Grimsby CID in 4 separate rape
enquiries, beginning in April 1998 and one indecent assault in July 1998.

HUNTLEY on all these occasions has targeted women that he knew or has
befriended, usually in nightclubs. He either accompanies them home or walks with
them and then rapes them. The problems [sic] with all of the cases has been that
the victims have all known HUNTLEY and he has admitted having sex with them
but with consent. The indecent assault was on a 12 year old family friend and again
there was a lack of independent evidence to support a prosecution. HUNTLEY also
seems to choose women who do not make ideal witnesses/complainants and two of
the victims have initially lied about their knowledge of HUNTLEY, it is believed
because they thought they would not be believed if they knew their attacker. It is
quite clear that HUNTLEY is a serial sex attacker and is at liberty to continue his
activities. It may well be that other women have been forced to have sex with him
after nightclub smooches and have decided not to report it. The relevant crime
report file numbers for the Grimsby offences are:

AA/9586/98

AA/12577/98
AA/18632/98
AA/12353/99

If direct liaison is required please contact DS 501 HOUCHIN or myself
MI CK HARDI NG in the Grimsby Drug Unit.|0

Clearly this data is critical. After writing an Intelligence Report (Form 839) for Humberside Police,
PC Harding photocopied the above report amedat to various police stations in Humbershide

and two of the intelligence branches of the neighbouring Lincolnshire Police force. Needless to say,
it was notconsidere@racticalto send it to all police forcegncluding Cambridgeshire where the

final murders were committed.

" Bichard Inquiry para 1.229
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4.d.vi Example In Bichard 27 The Vetting View

lan Huntley was required to provide a list of all his addresses in order that arciddtion check
be conducted.

He was already taking action to understand what the police thougittldboas he had requested a
copy of the police files on him under tBata Protection ACE - and the effectiveness of the vetting
of him was critically dependent on identifying which police forces to cofitaathich in turn
depended on the information kiley supplied.

Humberside had details of a Lincolnshire address fof*amd had Lincolnshire polié&been
contacted in the vetting pr oCendstleywoelchhaeC Har d

been turned up but the process was incapable of megning the partitioning of data in a way that
could turn up the required details.

4.e The Relationship Between Data And Process
4.e.i Overview

It is important to understand the relationship of data and prtezesslerstanthe relative size of
the benefits to & had by improving processes as compared to deletingndédaces

Consider the humble mobile phone. A mobile phone can be considered a data repddiolgs
data aboupersonsand their associatgzhone numbers1 personcan have 1 or marphone
numbers

There are a number of processes that manage those two data entities:

Operation Description
Create 9 create a newerson
1 create a neywhone numbeassociated with person
Read 1 read a list of alpersons
1 read gphone numbeassociated with persm
Update 1 editapersos detail s
1 change gphone number
Delete 1 delete gpersonand their associatgghone number

Table 3.7 & Example Crud

The first point to note is that the amount of work to be done is largely determined by the number of
instances ofhe data. If you have three mobile phones and you wish to keep the same data on each
of them you have to enter it three separate tiimest as in the old days if you wanted a loan from

the bank you started with your name and address, even if you alr@ad@dymortgage from them.

2 Bichard Inquiryparas 1.240 1.248
3 Bichard Inquirypara 1.303.3

"4 Bichard Inquirypara 1.349

> Bichard Inquiryparas 1.364 1.366
"% Bichard Inquirypara 1.229
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Thekey tothis is that processes are only identical if they operate on the same data repository. If |
have three mobile phones that are the-s@fhe model, the processes for entering a new contact are
different (but standardesl), because the phones store different instances of the data.

Let us widen this scenario. Consider a mobile support team whereby all calls are pooled. A
customer can phone anyone of the team, and any member of the team is expected proactively to call

mary customers. Consider also a scenario whereby the contact details and the customer list is in
constant flux.

t t 1

Add New Add New Add New Add New Add New
Contact Contact Contact Contact Contact

t t 1 t 1

Add New Add New Add New Add New Add New
Contact Contact Contact Contact Contact

Diagram 3.11 0 Mobile Support Team

What is the best way to increase efficiency of the processes of puttingeusten® phone det
the pooled set of phones?

If you focus on process improvement you may be able to realise a reduction in time and effort of
managing a contact of between 10% and 30% at the maxinalnmosing the right mobile phone,
ensuring that ihas a menu system that is focussed on managing contacts, etc, etc. However you
will sweat for every percentage point improvement.

Now consider data elimination. Somebody writes a small java application ¢ated Supporthat
synchronises a set of mobiphones whenever a contact is created, updated or deleted.

Diagram 3.12 & 7Team Support

In this instance with 10 team members you get 90% savings! Even with two data instances (eg 2
mobile phones) you get 50% savingshisthypotheticalleam Suppomroduct only ran on some
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