The Computerisation Of Administrative Legislation

Tinkerbell taught us that every time a child says "I don't believe in fairies"”
there is a fairy somewhere that falls down dead.

Experience teaches us that every time a piece of administrative legislation is
passed, a new computer system is born or an existing one is changed.
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1 Introduction

This is a short summary of the detailed arguments made in the (draft) book No Skirl Without The Drone: The
Computerisation Of Administrative Legislation®.

That work is the evidence-based output of a structured 2-year review of the process of creating computer
systems based upon administrative legislation.

2 About The Author
Gordon Guthrie has been involved in the computerisation of administrative legislation for over 20 years:
e asa policy wonk in a variety of think tanks

e asa practical politician who has stood for election to 2 parliaments
e as a technical architect in the public sector, most notably the City Of Edinburgh.

3 Contents

This document contains the following sections:

Section Description
Overview an overview of the problem
The Political Problem how the computerisation of administrative legislation sits politically
How Does Legislation Specify the core of the issue — exploring the journey from legislation to actual
Computer Systems? working code

What A Changed Legislative Process | a brief overview of how the problems in the current legislative frameworks
Would Look Like could be solved

New Impetus there are a number of interesting proposals emerging relating to the use of
state data and how to improve customer interaction:

o the appointment of Vivek Kundra as CIO of the United States

e the rewiredstate.org mini-event in the UK

These are complementary with this document in implementation, but
congruent with it in spirit

! hitp://computerisationofadministrativelegislation.com/
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4 Overview

When parliaments pass laws, state computer systems are affected — the legislative process is the first part of
the specification process for state computer systems?.

The cost of fixing bugs in software rises exponentially the later in the process that they are discovered. The
cost of flawed legislation is high:

Fix here expensively
(if the fix is legal)
Costof
Fixing
Software
Bugs
Design Development  Integration Deployment
Poor Quality
Law passed

Improving the specification of computer systems by the government ought to be high on the political
agenda.

This raises a number of interesting intellectual problems:

e how does legislation specify computer systems?

e what would better legislative process be like?

and a very major political one:

e how can a political coalition for these changes be made?

5 The Political Problem

The political problem is pretty straightforward. Politicians think that ‘they pass laws' and that computer
boffins 'build computer systems' and that they are not related. How do | know this? I asked them?®,

In relation to the UK Modernising Government process kicked off with the White Paper of that name” the
ambition was large. However, the Gershon Report which followed up that process was subject to a fatal
chokehold — modernising projects that required any primary legislative changes at all were to be excluded®.

2 from now on whenever ‘computer systems' or 'software’ is referred to it should be assumed to mean 'state computer systems' or
'software that implements activities of state organisations'

® The contents of this paper have been discussed with the following Scottish political figures (in alphabetical order):

James Aitken — Reform Scotland

Gordon Archer (SNP) — chef de cabinet for John Swinney MSP the then leader of the Opposition in the Scottish Parliament
Margaret Curran MSP (Labour) — at the time Minister for Parliament in the Scottish Parliament

Isobel d’Inverno — Reform Scotland

Brian Fitzpatrick (Labour) — formerly an MSP and also head of First Minister Donald Dewar's Policy Unit

Gerry Hassan - author

Fiona Hyslop MSP (SNP) — currently Cabinet Secretary for Education And Lifelong Learning

Jim Mather MSP (SNP) — currently Minister for Enterprise, Energy and Tourism

Geoff Mawdsley — Reform Scotland

Stephen Noon (SNP) — head of First Minister Alex Salmond's Policy Unit

Nigel Smith — headed up the independent body that drew up the parliamentary procedures for the new Scottish Parliament
Nicola Sturgeon MSP (SNP) — Depute First Minister and Cabinet Secretary for Health And Wellbeing

e John Swinney MSP (SNP) — currently Cabinet Secretary for Finance And Sustainable Growth

* http://archive.cabinetoffice.gov.uk/moderngov/download/modgov.pdf

® http://www.supply2.gov.uk/pdfs/gershon_review.pdf para 2.6
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The political problem is three part:

e persuading politicians that they are responsible for specifying computer systems

e educating politicians in understanding how they specify them

e helping politicians implement the changes required to improve the legislative process

6 How Does Legislation Specify Computer Systems?

Legislation specifies data and it specifies data badly, and it does so primarily because it is an implicit
specification. Simply by making the specification of data explicit, the outcomes would be dramatically
improved.

An argument can be, and has been made to me that the specification of data by legislation is so arcane, and
so marginal that it can, and should be simply worked around. A simple example will suffice to show that this
IS not true.

Below is an extract from a piece of secondary legislation, The National Police Records (Recordable
Offences) (Amendment) Regulations 2005:

The Secretary of State makes the following Regulations in exercise of the powers conferred by
section 27(4) of the Police and Criminal Evidence Act 1984[1].

1. These Regulations may be cited as the National Police Records (Recordable Offences)
(Amendment) Regulations 2005 and shall come into force on 1st December 2005.

2. —(1) The Schedule to the National Police Records (Recordable Offences) Regulations 2000[2]
shall be amended as follows.

(2) For paragraphs 19 to 24 there is substituted—
" 19. section 59(5) of the Licensing Act 2003[3] (offence of obstructing an authorised person
inspecting premises before the grant of a licence etc.);

20. section 82(6) of the Licensing Act 2003 (offence of failing to notify change of name
or alteration of rules of club);

21. section 96(5) of the Licensing Act 2003 (offence of obstructing an authorised person
inspecting premises before the grant of a certificate etc.);

22. section 108(3) of the Licensing Act 2003 (offence of obstructing an authorised
person exercising a right of entry where a temporary event notice has been given);

(...)

These paragraphs define a person's criminal record and are used in the data definition behind the Police
National Computer in the UK. They exist in a web of additional law about data handling — only the courts
can create a record, revealing someone's criminal record is governed by the Rehabilitation Of Offenders Act
(1974), etc, etc.
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Around 1790 BC the Babylonian King Hammurabi had erected a Stele with a law code on which has earned
him the epithet Hammurabi The Lawgiver and got him a portrait inside the US Houses Of Congress. It
makes interesting reading:

» if anyone ensnares another, putting a ban upon him, but he
cannot prove it, then he that ensnared him shall be put to death

+ if anyone brings an accusation against a man, and the accused
goes to the river and leaps into the river, if he sinks in the river
his accuser shall take possession of his house. But if the river
proves that the accused is not guilty, and he escapes unhurt,
then he who had brought the accusation shall be put to death,
while he who leaped into the river shall take possession of the
house that had belonged to his accuser
if anyone brings an accusation of any crime before the elders,
and does not prove what he has charged, he shall, if a capital
offense is charged, be put to death.

They are recognisably the same thing as the laws in the The National Police Records (Recordable Offences)
(Amendment) Regulations 2005.

Politicians already know how to specify computer systems, through data — they merely don 't know that they
do it already. The step from recognising that you specify data to being able to specify it better is but a small
one.

The poor quality of the specification of data can be demonstrated by considering three different documents
which make statements about person® data.

® person is used here in a technical sense. person data holds data about persons and people data holds data about peoples. An
analogy can be made with linguistics, for instance horses are animals, but horses is a noun. Neither data nor words are the things
they describe.



3.2. Citizen Information Project Design Elements

The first is from the Citizen's Information Project Preliminary Report’- a UK government precursor to the
recent Identity Cards Act:

The diagram below illustrates the design elements that the population register
could comprise of. The exact specification would be agreed at the next stage.

This comprises both the
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This is a classic piece of consultancy work. It is designed to describe the art of the possible without going
into all the details. The detailed work hasn't been done, because to do that would incur the full costs of the
data discovery project. What is important for our purpose is that this description of the data is not buildable.
Before a software developer can build software on this, more work has to be done. If this data description is
given to 10 different sets of developers and they are told to "stop asking questions and get on with it" they
will come back with 10 different systems that do not interoperate.

" http://www.gro.gov.uk/cip/Download.asp?CIP_Feasibility Study final report_tcm95-28648.pdf
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The second description is from the Scottish Social Care Data Standards Manual® (part of the e-Care project):

Data Item Tabular Summary
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This is a perfect’ specification of data. It is buildable and 10 teams building to it will build interoperable
systems. Its use is mandatory, as a matter of policy, in certain sections of the Scottish public sector.

The third description is from the Identity Cards Act’:

(5) In this Act "registrable fact", in relation to an individual, means-

(a) his identity;

(b) the address of his principal place of residence in the United Kingdom;

(c) the address of every other place in the United Kingdom or elsewhere where he has a place of residence;

(d) where in the United Kingdom and elsewhere he has previously been resident;

(e) the times at which he was resident at different places in the United Kingdom or elsewhere;

(f) his current residential status;

(g) residential statuses previously held by him;

(h) information about numbers allocated to him for identification purposes and about the documents to which
they relate;

(i) information about occasions on which information recorded about him in the Register has been provided
to any person; and

(i) information recorded in the Register at his request.

(7) In this section references to an individual's identity are references to-

(a) his full name;

(b) other names by which he is or has previously been known;

(c) his gender;

(d) his date and place of birth and, if he has died, the date of his death; and

(e) external characteristics of his that are capable of being used for identifying him.

8 hitp://www.scottishexecutive.gov.uk/Resource/Doc/923/001791s0.pdf
% http://www.opsi.gov.uk/ACT S/acts2006/20060015.htm
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These three data descriptions can be put into a matrix:

Descriptive Prescriptive
(what you might do) (what you must do)
Buildable eCare Standards
Not Buildable CIP Identity Cards Act

This is, in essence, the problem — our legislative processes say:
you must build 'it" but we can't tell you what 'it' is...

For a single government agency this is generally not a problem. Once the technical team have built 'it’, it
becomes what they have built.

The problem comes when lots of different people have built 'it' and the dictates of joined up government
dictate that the 'its' should be an 'it'...

Annex 2a of the CIP™ cited earlier shows the situation with the many ‘its' of person data:
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Ohttp:/vww.gro.gov.uk/cip/Download.asp?Annex%202A%20Current%20Stakeholder%20processes, %20systems%20and%20dat
a%20overview tcm95-26280.pdf
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7 What A Changed Legislative Process Would Look Like

The best way to improve the legislative specification of data is to stop doing it - indeed in many areas this is
a well established practice.

Data definitions of diseases and treatments in the various National Health Services in the UK is done by a

clinical body with a statutory role and not in statute itself. At the other end of the spectrum there are data

entities that perforce come under the umbrella of parliament. Who else can adjudicate on person data held

between and across the various state bodies:

e to encourage joined up working — as in between the 85 customer databases of Edinburgh City Council

e to prevent data sharing — as in ensuring that the police cannot routinely access private data without a
warrant

We can see this by drawing up a schematic data model for public sector data:
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Projecting out the data interests of different sections of the public sector makes clear what is going on here:
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Some aspects of the state's data model are highly congested and have to managed by the centre, much of the
rest can be delegated to subordinate state agencies. The actual size and scope of the centrally managed data
model will, of course, be a site on considerable intellectual and political struggle between different political
traditions, and that is right and proper.



In between these two extremes there is a mass of accidental specification, caused by bad practice (such as
government by target) and simple lack of understanding of the consequences of certain 'styles' of drafting
bills.

There are 2 core aspects to changing the legislative process to produce better data specification (where
appropriate):

e creating one point of specification

e making the specification of data explicit

The first part is comparatively simple and can be seen schematically below:

Act 1

First Version Of

Act 2

Second Version

Specification Of Specification
Act 1 Act 2
The Spec in Act The Spec in Act
3 pertains 3 pertains

I
Act 3
Specification
I

Those parts of acts of parliament which pertain to data should be pulled out into a separate act and then
referenced as required. Doing this forces any bill to take into account how computer systems will
interoperate with any other relevant statute in force before the bill becomes law.

The second part is slightly more complex. Essentially data should be fully specified, or not specified at all.

By fully specified | mean the 8 core components of a data management regime, rules pertain to the
following operations:

Operation Characteristics

Definition the specification should include:
¢ asingle point of definition of the data. This might be:
e apiece of legislation
e aperson authorised to issue the data definition by way of tabled
regulation

e eg secondary legislation

Audit this should consist of a statement about the person or body authorised to audit,
review and generally oversee the use of the data, including:
e data maintenance activities
o release of data to external bodies,
e review, routine deletion and weeding of data
o all aspects of compliance, including with:
e the Human Rights Act
Data Protection Acts
Freedom Of Information Acts

etc, etc




Operation Characteristics

Recourse this should document:

o the person or body authorised to handle disputes as to the existence or not
of a data record

e any due processes required to do so equitably

Partition this should document
e how the data is partitioned
e what activities should be taken to manage data across partition boundaries

Create this should state:

e who can create the data

e how they can create the data

e when they must create the data
e why the data should be created

Read this should state:

e who can read the data

e how they can read the data

e when they must read the data
e why the data should be read

In addition there may be additional statements on the provision of read-only
access to data covering topics like:

o the provision of external searchable feeds for use by other state agencies
e mandatory indexing

e and so on and so forth

There is also a requirement to define what the data will be read for, in particular
with relationship to its use in management information or intelligence systems
or as the basis for reporting

Update this should state:

e who can update the data

e how they can update the data

e when they must update the data
e why the data should be updated

Delete this should state:

e who can delete the data

e how they can delete the data

e when they must delete the data
e why the data should be deleted

This quality approach to data would not be a major distortion of the current actions of the legislatures, it
would not distort or twist their operation, it would impose strange new technical requirements on law
makers above and beyond their need to understand the process of making and implementing law.



The easiest way to demonstrate this is to use a worked example. Lets move forward in time from the 2™
Millenium BC to a more modern, and better know era. Consider the decree of Augustus which is from
(literally) the dawn of the first millennium AD and which is described in Luke 2.1 of the New Testament:

And it came to pass in those days, that there went out a decree from Caesar Augustus that all the
world should be taxed. (And this taxing was first made when Cyrenius was governor of Syria.)
And all went to be taxed, every one into his own city. And Joseph also went up from Galilee, out
of the city of Nazareth, into Judaea, unto the city of David, which is called Bethlehem; (because
he was of the house and lineage of David:) To be taxed with Mary his espoused wife, being great
with child.

Lets write a simple version of this decree in the format prescribed above:

Statutory Provisions

Definition The following data items shall be collected:

Family Name

Given Names

Tribe

Age

Sex

Relationship To Head Of Family

Status, being one of:

e Roman Citizenship and lineage, being one of

e Patrician
e Equestrian
e Plebian
e Free Citizen
e Noble
e Plebian

e Manumitted Slave
e (manumission details if this status applies)
e Property
e Details Of Brides Portion If Appropriate
e Taxable Assessment

Taxable Assessment shall be as the portions defined in the recent Senatorial Law on
the subject. All Roman Citizen's shall be exempt from tax.

This data is to be a register of both citizenship and taxation and shall be maintained
by the provincial government until the next census. The register of Roman Citizens
and Free Citizens will be maintained as persons can Roman Citizenship, or
manumission, or are pressed as slaves and criminal in line with conventional law in
the matter.

Please refer to the attached detailed data specification drawn up the Data Standards
Body of the Senate.

Audit The operation of the census shall be overseen by the Praetors of the province who
will check and report on all data back to the Imperial Treasury following customary
procedures.




Statutory Provisions

Recourse

Partition

Create

Read

Update

Delete

Technical
Notes

In the event of a dispute over tax levels:

¢ all Roman Citizens shall have recourse to the Praetor Urbanus at Rome

¢ Noble Free Citizens shall have recourse to the Praetor Peregrinus at Rome
o all others may appeal to the Governor or Pro-Consol of the Province

In the event of a dispute about place of registration, the Governor or Pro-Consol may
require individuals to register in another location within the province, or in another
province altogether with the agreement of the Governor or Pro-Consol of that
province.

If the two Governors or Pro-Consols cannot agree on registration they shall refer the
matter to the Praetor Urbanus (for Roman Citizens) or Praetor Peregrinus (for the
rest).

Each province, both imperial and senatorial, shall perform its own census, subject to
the dispute procedure above.

No person may be registered in more than one province.

Should a person move between provinces they may request to be moved from the Tax
Roll of the province to the new one on the agreement of both Governors or Pro-
Consols subject to the recourse provisions above.

The census shall be conducted by the Quaestors of the province who alone have the
power to enter a subject and their tax status into the census subject to the recourse
procedures outlined above.

Persons attempting to evade this census shall be put to death subject to the appeals
process defined above.

The census records shall be kept by the provincial government in the and shall be
available for inspection by any Roman or Free Citizen on any day except a scheduled
religious holiday.

The Governor or Pro-Consol shall use the census for the following purposes:

e levying troops in times of emergency

¢ levying forced labour for improvement works and essential industrial activities
e any other purposes he sees fit.

This provision shall not apply to Roman Citizens.

From time to time, the Quaestors may reassess any individual for taxation purposes
and the individual may appeal against that ruling inline with the provisions above.

No persons shall be deleted from the census records on penalty of death, both for the
person who deletes the data and the person who requests it.

Conspiracy to delete census data shall also be punished by death.
The Data Standards Body of the Senate has stated that:

data collected about family relationships in this census only concerns the
paternal line. Medical Authorities will not be able to perform useful work
relating to hereditary diseases through the female line, such as
haemophilia, etc, etc.



The point of course, is that moving a legislature to an appropriate procedure for specifying computer
systems offers no great violence to the operations of that legislature — it is an incremental and not a
transformational change.

What we have is a fully specified set of data and the principles governing the procedures for handling it that
will allow the various provincial governments of the Roman Empire to implement a computerised census
system, confident that their various systems will interoperate. If Parthia is hot to trot with Ruby On Rails
programmers get on with it - if cupidus Egypt wants to use the census to force everyone to come to the
Temples and pay a temple tax whilst they register, it's up to them...

8 New Impetus

There is a recent renewed spurt of interest in the issues of data and government, exemplified by the
appointment of Vivek Kundra as CIO of the United States, with his proposals to set up a service known by
the shorthand "data.gov" in the US and the recent mini-event organised in the UK by rewiredstate.org™

This interest is very welcome, but it is important to learn the lessons of the last wave of enthusiasm for e-
government.

rewiredstate.org provides an interesting experiment in data and transformational government. 100 assorted
hackers from all over the UK came together and spent a day hacking on publically accessible government
data to knock-up prototypes of modern public services. The projects that were delivered in day are all
available online at http://projects.rewiredstate.org/.

There has been considerable success in public sector reform*?

At the event itself | made a prediction about what would be delivered based upon the analysis of the work |
have done. That prediction can be measured against the results:

Lots Some None
Geo-mapping Inland The Modernising
mashups Revenue Government Agenda

Non-Numerical
Statutory Data

Numerical
Statutory Data

Non-Statutory
Data

Looking through the projects™® we see a plethora of great things:

e lots of geographical mash-up including Job Centre Pro-Plus, Active Places, Moving There,
CloroplethUK and Find Me A Dentist (and plenty more)

e alarge number of them fix poor quality government computer systems like the Open Companies House
and ONS Graphs Firefox Plugin

e there are new ways to visualise core publically available information, like Tracking Council Tax or Who
Voted Which Way

o totally new applications like Section 44 and Epic Bin

It is easy (and powerful) to ask questions like "what state activities can | do where?" — to join things up on
location. But none ask questions joined on person like "what contacts have | had with the local council over
the past year?"

! http://rewiredstate.org
12 see Section 3.c of No Skirl Without The Drone, The Computerisation Of Administrative Legislation
13 all projects can be found at http://projects.rewiredstate.org
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To understand why this is it is worth going back to the beginning of the last e-Government ‘boom'.

The 1999 White Paper Modernising Government made a lot of bold promises for the future of public
services — lets look at one in particular — The Single Work-Focused Gateway:

The Single Work-Focused Gateway pilots will place work and the steps needed to help a return to the labour
market at the centre of the claim-making process. The Gateway will provide a single point of entrance to the
benefit system for those of working age, combining in one place the services currently offered by the
Benefits Agency, the Child Support Agency, the Employment Service and the benefit departments of local
authorities. £80 million of the funding for the Gateway is being provided from the Invest to Save Budget.

Wherever possible, the public will receive services in an open plan, screen-free environment with full
disabled access. The pilots will explore other ways of improving customer-focused service, such as the
greater use of telephony, electronic claim-taking and the involvement of the private and voluntary sectors.

Clients will have their own Personal Adviser who will help them explore how they can become more
independent and give them information about the wide range of opportunities and support available. The
adviser will provide advice throughout the client's time on benefit and will be the point of contact for any
issues related to benefits or work. The result will be a system that will encourage work and independence,
will be more responsive to an individual's needs, will remove duplication of effort between different
agencies, and provide a more efficient and effective service to clients.

At the core of this proposal is aggregated application systems — a single and simple process for making
benefit claims. Instead of having to make 5 different, but similar, applications for benefits, the claimant will
apply once. This is very similar to a transformation in retail banking which took place at the same time. |
will talk through the retail banking transformations that | helped implement and then explain why it failed in
the benefits arena.

In the late 1990's we had stand-alone banking systems for loans, mortgages and savings plans that took,
collectively, 25 minutes to complete over the phone. It was turned into a 7 minute single online banking
process by a fairly straightforward process of consolidation shown below:

3 processes C 25 minutes end-to-end
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At the elimination stage there was a problem. The customer was asked a series of questions about their
financial circumstances and a measure of what they could afford to pay was calculated. The loan process




asked about store cards and satellite television subscriptions — reconciliation and unification of the processes
was trivial.

By contrast, British Telecom and Microsoft build an integrated benefits system prototype for the Department

Of Work And Pension. The single application system was simply the stand-alone process stacked end to
end.

Many separate processes

Benefit 1 Benefit 2 Benefit 3
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The question was asked "why don't you eliminate overlap?" and the answer that came back was revealing —
the overlap was 'illegal’, or rather there was no process to make the overlap legal:

Benefit 1 « Secondary Legislation under Department 1

Benefit 2

‘ Secondary Legislation under Department 2

Benefit|3 « Primary Legislation

It is worth putting this in the cost context outlined at the beginning of this paper:

Fix here expensively
(if the fix is legal)
Costof
Fixing
Software
Bugs
Design Development  Integration Deployment
Poor Quality
Law passed

9 Conclusions

The current structure of our legal systems and legislatures was designed in an era of manual administration.
It we wish to get the benefits of computerisation for the modern state, our legal systems and legislatures will
need to modernise.



